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strictly prohibited and shall amount to copyright violation and thus, shall be punishable under the
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1 Invitation for Tender Offers

NABFINS invites sealed tender offers (Technical bid and Commercial bid) from eligible, reputed
companies for selection of vendor for supply, implementation, maintenance, and management of
Security Incident Event Management (SIEM) tool on cloud.

In this RFP, the term bidder/prospective bidder refers to the bidder participating for delivering
product/services mentioned in the Scope of Work.

NABFINS reserves the right to reject any or all offers without assigning any reason.

Please Note:

e All costs and expenses (whether in terms of time or material or money) incurred by the
prospective bidder in any way associated with the development, preparation and submission of
responses, including but not limited to attendance at meetings, discussions, demonstrations, etc.
and providing any additional information required by NABFINS, will be borne entirely and
exclusively by the Bidder.

1.1 Tender Document

The tender document may be downloaded from NABFINS's official website
https://nabfins.org/Tenders/.

Disclaimer

e The information contained in this RFP document, or any information provided subsequently to
Bidder(s), whether verbally or in documentary form by or on behalf of NABFINS, is provided to
the Bidder(s) on the terms and conditions set out in this RFP document and all other terms and
conditions subject to which such information is provided.

o This RFP is neither an agreement nor an offer and is only an invitation by NABFINS to the
interested parties for submission of bids. The purpose of this RFP is to provide the Bidder(s) with
information to assist the formulation of their proposals. This RFP does not claim to contain all the
information each bidder may require. Each Bidder should conduct its own investigations and
analysis and should check the accuracy, reliability, and completeness of the information in this
RFP and obtain independent advice, wherever necessary. NABFINS makes no representation or
warranty and shall incur no liability under any law, statute, rules, or regulations as to the
accuracy, reliability, or completeness of this RFP. NABFINS may in its absolute discretion, but
without being under any obligation to do so, update, amend or supplement the information in this
RFP.
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2 Key Information

The following is an indicative timeframe for the overall process. NABFINS reserves the right to vary
this timeframe at its absolute and sole discretion and without providing any notice/intimation or
reasons thereof.

Tender Number NABFINS/RFP/004/2026-27

Tender Title Selection of vendor for supply, implementation,
maintenance, and management of SIEM solution on Cloud

Bid Security Deposit (EMD) **#50,000/- by the way of remittance to NABFINS

Limited account (details mentioned below). The UTR
of the transaction and screenshot should be
indicated in the bid document.

*All MSEs having registration as per provisions of the
Public Procurement Policy for Micro and Small
Enterprises i.e. District Industries Centre (DIC) or
Khadi and Village Industries Commission (KVIC) or
Khadi and Industries Board (KVIB) or Coir Board or
National Small Industries Commission (NSIC) or
directorate of Handicrafts and Handlooms or Udyog
Aadhaar Memorandum or any other body specified by
Ministry of MSME and Start-ups (recognised by DIPP)
are exempted from submission of EMD only. Relevant
certificates should be submitted by the bidder in this
regard to avail exemption.

** EMD is not in any way indicative of the budgetary
estimates

Account details:

Acctno.: 32635856611

IFSC Code: SBIN0003286

Branch: SBI Jayanagar II Block branch
Date of Publishing of RFP on NABFINS 27.07.2026

Website

Pre-bid Meeting 13.08.2026 at 10:30 AM
Last Date for Submission of Pre-Bid 14.08.2026

Queries

Bid submission last date and time 26.08.2026 at 3:00 PM
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Particulars Details
Eligibility cum Technical bid opening 26.08.2026 at 3:30 PM
date and time

Date of Technical presentation To be notified later
Commercial Bid opening Date and Time To be notified later
Place of Opening of Bids NABFINS Limited,

3072, 14th cross, KR Road,
Banashankari 2nd Stage
Bengaluru, Karnataka 560 070

Contact Persons for any clarifications/ Mr. Vibincb
Submission of Bids Mob: +91 9072768488
e-mail: vibin.bence@nabfins.org

Mr. Nikesh Venugopal
Mob: +91 8861233112
e-mail: nikesh.v@nabfins.org

Mr. Krishna Raj

Mob: +91 9742928346
e-mail: KrishnaRaj.PN@nabfins.org
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3 Structure of the RFP

e An overview of services to be provided by the selected Bidder.

e Anoverview of the solution architecture, software, hardware and facilities management services
required from the Bidder.

o The technical and commercial evaluation methodology which shall be followed to select the

successful Bidder.

Bid Formats attached in this document:

Annexure/Appendix

Reference
Annexure 1
Annexure 2
Annexure 3
Annexure 4
Annexure 5
Annexure 6
Annexure 7
Annexure 8
Annexure 9
Annexure 10
Annexure 11
Annexure 12
Annexure 13
Annexure 14
Annexure 15
Annexure 16
Annexure 17
Annexure 18
Appendix 1A
Appendix 1B
Appendix 2
General

Content

Compliance to Technical and scope of work requirements
Technical Proposal Format

Commercial Compliance Certificate

Letter of Authorization

Proposed Agency Profile

Confirmation of Terms & Condition

Tender Offer Cover Letter

Submission Checklist

Pre-bid query format

Confirmation of Eligibility

NDA Format

Contract Form Format

Undertaking for Backlining agreement

Integrity Pact

Sizing Adequacy Letter

OEM'’s Declaration for Bug Free Software

Land Border confirmation

Existing Infrastructure and solution details

Functional Specifications

Technical Specifications

Commercial Bill of Material

Technical proposal for NABFINS, System architecture, deployment
architecture, data flow architecture, Integration architecture,
Implementation plan, deployment plan, 0&M plan etc.
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4 Introduction

4.1. Overview

NABFINS Limited (hereafter referred to as the company or NABFINS) is registered as a Non-Banking
Finance Company- Micro Finance Institution (NBFC - MFI) with the Reserve Bank of India. It is a
subsidiary of National Bank for Agriculture and Rural Development (NABARD). The other
shareholders of the company are the Government of Karnataka, Canara Bank, Union Bank of India,
Federal Bank, Dhanlaxmi Bank and few other individuals. NABFINS was launched in 2008 and has
been in the microfinance business since then.

NABFINS Ltd as part of microfinance business is engaged in providing micro credit to borrowers from
poor and weaker sections for taking up economically gainful activities or otherwise. The loans are
given to members of Self-Help Groups, Joint Liability Groups and also individual entrepreneurs for a
term ranging from 12 to 36 months. It has a client base of nearly 11 lakh borrowers from 19 States
in India.

NABFINS is in the process of introducing new loan products also. For further details please visit
www.nabfins.org

4.2. Project Objective

NABFINS has outlined its vision for Selection of vendor for supply, implementation, maintenance, and
management of Security Incident Event Management (SIEM) tool on cloud. This vision would involve
a major transformation of the information technologies (‘IT’). With this objective, it is floating the
Request for Proposal (‘RFP’).

NABFINS recognizes that this is an extensive undertaking and therefore, it would want Bidder to
understand NABFINS requirement of Infrastructure and applications centralised monitoring and
security prospective and Information technology related controls mechanism. To this end, the
response to the RFP needs to focus on the transformation of technology and processes and a
commitment of people in the context of a Supply, Implementation and Management for the entire
period of the contract.

NABFINS invites bids from Bidders to implement the Security Incident Event Management (SIEM)
tool on cloud along with identified Infrastructure of applications hosted in SaaS model/ IT Assets of
NABFINS across India. Bidder should be a well-qualified total solution provider to implement the
initiative end to end successfully. Bidder should be capable of providing a total integrated solution
for Security Incident Event Management (SIEM) tool, including but not limited to providing required
hardware (Cloud), middleware, software, database, facility management, third party utilities, testing,
providing interfaces required for functioning of NABFINS’s requirements.

Bidders have to envisage all applicable costs in order to configure the products and services in the
Solution. NABFINS will not accept any plea of Bidder later for omission of products and services.

Unless expressly stated otherwise, for all the solutions to be provided by Bidder, Bidder is required
to factor the necessary hardware, software, services across NABFINS’s locations as stated.
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Additionally, Bidder is required to design, size, supply, implement, deploy, parameterize, customize,
interface / integrate, train, maintain and manage the end-to-end solutions.

Bidder is required to deploy the Security Incident Event Management (SIEM) tool including
interfaces, API, adequately sized and scalable Hardware, Software, Applications, Tools, Utilities,
related services, and Facilities Management as per specifications, terms and conditions and scope
defined in this RFP (hereinafter referred as “Solution”). Bidder is required to Conduct transition of
existing application, IT Infrastructure & services from existing vendor and perform data migration
activities.

Bidder will be responsible to extract, transform and load the data in the proposed systems.

5 Eligibility Criteria

NABFINS is looking for selection of vendor for supply, implementation, maintenance, and
management of Security Incident Event Management (SIEM) tool on Cloud.

Only those Bidders who fulfil the following criteria are eligible to respond to the RFP. Offers received
from Bidders who do not fulfil any of the following eligibility criteria are liable for rejection.

Bidder will be responsible for delivering the end-to-end solution and will be the single point of
contact for the implementation, integration, support, and maintenance for the entire project. Bidder
will also be solely responsible for ensuring adherence to scope, Service Levels, terms & condition,
and Service Quality for each of the deliverables defined in the RFP.

The bidder must fulfil the criteria mentioned in the table below to bid for this RFP:

A Bidder’s/ OEMs Experience
1. | The bidder should be a company registered in Copy of Certificate of Incorporation/GST
India under the relevant acts, such as the Registration and PAN Card
Companies Act 2013, or a partnership registered
under the Indian Partnership Act 1932, or a
partnership firm registered under the Limited
Liability Partnership Act 2008, with its registered
office in India
2.  Thebidder should have experience of a minimum Self-Undertaking signed by Authorized Signatory
of 5 years in providing IT/IT services.
3. | The OEM should be a Software Development, IT Certificate of Incorporation
Application & Maintenance company registered/
incorporated under Indian company Act and
must have 10 years of existence in India as on
date of submission of bids
4. The Bidder should have an average annual Certificate from Chartered Accountant indicating
turnover of INR 03 crore in the past three the turnover and profit year-wise.
financial years i.e. 2023-24, 2024-25, 2025-26
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with a positive net worth in at least 02 years and
OEM should have average annual turnover of INR
300 crore in the past three financial years in
India.

The Bidder should not have been blacklisted at
the time of submission of the bid by any Regulator
/ Statutory Body/ any Government Department/
PSU/ PSE/Financial Institution in India.

The bidder should be the authorized partner of
the OEM.

The proposed solution SIEM should be from a
single OEM. OEM/System Integrator (SI) should
experience in the
implementation of the proposed solution.

The bidder should have at least 50 Functional/ IT
Professionals on its payroll as on the date of bid
opening date.

have end-to-end

Bidder should be responsible for the entire end to
end implementation and taking OEM support as
and when required.
The OEM should hold at least 3 certification(s)
the industry quality
management standards and information security
standards etc.
The following certifications will be considered
(any 3) -

IS0 9001 (quality management systems)

recognized in for

*Provisional Balance Sheet and P&L statements
for the year 2025-26 can be submitted in case
bidder audited balance sheets of the year 2025-26
is not available.

Self-Declaration on Bidder’s Letterhead signed by
the authorized signatory:

The Undertaking statement is as follows:

“We M/s confirm that we have not been
blacklisted at the time of submission of the bid by
any Regulator / Statutory Body/ any Government
Department/ PSU/ PSE/Financial Institution in
India as on the date of bid submission”
Manufacturer Authorization form (MAF) from
OEM (Signed by the authorized signatory of OEM)
highlighting the following:

a) Product details, OEM registered Office

b) OEM Authorizing bidder to submit the
proposal to NABFINS for its product for
the entire contract duration & further
extension if granted by NABFINS.

c) OEM confirming to sign the Agreement
and NDA with the bidder ensuring the
compliance to the Scope of Work (SoW),
requirements, and terms of the RFP for
our offered product within 1 month of
award of PO by NABFINS to bidder.

MAF is to be submitted from the OEM

Self-Declaration on OEMs Letterhead signed by
authorized signatory.

Self-Declaration on Bidder’s Letterhead signed by
the authorized signatory.

Bidder Self-Declaration on its letter head.

Copy of the certifications (ISO)
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14.

15.

16.

17.

18.

19.
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NABFINS

e ISO 27001 (for information security) or

equivalent

e IS0 27017 (for privacy management) or
equivalent

e 1S027018

The bidder should have experience SIEM project
in BFSI/PSU/PSE/Govt. Organization in India
within last 03 years as on the date of bid opening.

There is no court case or insolvency proceedings
pending against the bidder. If such an action
exists and the Bidder considers that it does not
affectits ability to deliver the requirements as per
the RFP, it shall provide details of the case
/action(s)

Bidder Compliance to land border

Backlining agreement confirmation

1. Copy of ‘Contract/Purchase order’

2. Confirmation/credential /email
client on having executed/executing the
PO.

Declaration is required on Bidders letterhead

from

Self-Undertaking from bidder (Annexure 17)
An undertaking from the bidder (Annexure 14)

CSP Experience - Only one CSP should be proposed for all infrastructure related services

Undertaking for bidder being an CSP or CSP
authorized partner or authorized reseller of the
CSP

Data Centers of CSP should be minimum Rated 3
of TIA942 or Tier 3 or equivalent.

CSP should be empaneled with the Ministry of
Electronics and Information Technology (MeiTY)
as on the date of bid submission for the sites
proposed for this RFP OR should have the
following certifications adhering to international
standards related to information security and IT
service management - ISO 27001, ISO 27017, ISO
27018, 1SO 20000.

The CSP should have experience of provisioning
Services on their Cloud for at least 3 clients in
India (Private/ PSU/ Central Govt/ State Govt. or
any other Organization or agencies) of which 1
should be a PSU/ Central Govt/ State Govt and 1
should be a BFSI during last 5 years as on the date
of bid submission

The Primary Site and secondary site of CSP
proposed for the project should be in two
different (geographically
separated) in India.

locations well

Undertaking should be provided by the CSP or CSP
Authorized partner.

In case the bidder is an authorized partner or
authorized reseller, authorization certificate from
CSP to participate has to be submitted.

Relevant certification valid as on the date of bid

submission with self-undertaking from CSP
1. Undertaking from CSP
2. Copy of letter of empanelment, if
applicable
3. Copy of certificates, if applicable

Documentary evidence with relevant copies of
Purchase Order/ contract, along with Satisfactory
Working Certificates/ Payment Receipt/ Project
Signoffs/ or self-undertaking from CSP

Undertaking from CSP confirming the following:
a. Primary site and secondary site address
b. Seismic Zone of each site proposed
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Note:

Attested photocopies of all relevant documents / certificates should be submitted as proof in
support of the claims made. The bidder should provide relevant additional information wherever
required in the eligibility criteria. NABFINS reserves the right to verify /evaluate the claims made
by the Bidder independently. Any decision of NABFINS in this regard shall be final, conclusive,
and binding upon the Bidder.

In case of business transfer where bidder has acquired a Business from an entity (“Seller”), work
experience credentials of the Seller in relation to the acquired business may be considered.
In-case of corporate restructuring, the earlier entity’s incorporation certificate, financial
statements, Credentials, etc. may be considered.

Either the bidder on behalf of the Principal/OEM or Principal /OEM itself can bid but both cannot
bid simultaneously for the said RFP. In a situation where multiple bids from the same solution
(OEM Make) are received, all the bids of the same OEM product shall be liable for rejection.
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6 Scope of work

The scope of services for this RFP would include, but not limited to:

a.

Bidder is required to perform end to end activities related to the mentioned solutions which
includes designing, sizing, procuring, development, customization retrofitting,
configuring, parameterizing, implementing, integrating, training and maintenance of the
proposed solution.

Bidder is required to design and implement the Security Incident Event Management (SIEM) tool
on Cloud.

All the modules of the Security Incident Event Management (SIEM) tool shall be sourced from a
single OEM.

Bidder need to ensure the security updates/ upgrades/ patches in the Production environment.
Bidder should design, conceptualize, implement, and manage the technology architecture that
provides for secure container-based Integration and implementation.

Bidder is required to Build interfaces/data transfer mechanisms and integrate the proposed
applications with existing, new as well as 34 party techs.

Bidder is required to Rollout the proposed applications and provide handholding support during
the period of implementation.

Bidder is required to provide Training and Knowledge Management to NABFINS’s personnel
designated by NABFINS.

Bidder is required to provide helpdesk support from NABFINS’s premise in Bangalore or as
required by NABFINS for the proposed applications. NABFINS reserves the right to shift the
location within Bangalore during the contract duration, Bidder is required to continue the
services from new location at no additional cost to NABFINS. Bidder should integrate the tool
with multiple Infrastructure, application, tools, etc.. For enabling the tickets to be logged in the
tool for any technical & functional issues/concerns.

Bidder is required to provide facilities management services for all in-scope applications &
infrastructure.

Bidder is required to provide complete and detailed documentation of the in-scope
applications and IT Infrastructure as per the requirements of NABFINS.

Bidder is required to comply with the functional and technical specifications mentioned in
Appendix 1A: Functional Specification, Appendix 1B: Technical Specification

Bidder is required to provide RCA for all Critical and key issues for the in-scope applications
within 48 hours of the issue being identified/ notified and for significant issues, bidder is
required to submit the RCA report within the timelines defined by NABFINS.

The proposed solution, infrastructure and services provisioned by bidder and bidder’s, CSP’s and
any third party/’s (associated in solution provisioning) premises should adhere to
TRAI/RBI/IRDAI/IBA/Govt. of India/Other regulatory & statutory body requirements (including
security requirements) and requirements as per security policies of NABFINS, technical
specifications and procedural guidelines for the proposed solution, tools, proposed
infrastructure, and services.

The support for the solution at no extra cost to NABFINS should include the following:

e All minor version upgrades during the period of contract
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e Program updates, patches, fixes and critical security alerts as required.
e Documentation updates
e Availability of L1 (Level 1) & L2 (Level 2) resource 24*7*365 Support for the solution to meet
the Service Levels
o Installations, configuration, Integrations & Logs collections,
Bidder to arrange for any updates/upgrades required in the system to meet the changes
suggested by RBI/ NABARD/ IRDAI /Govt. of India/ regulatory & statutory authorities towards
compliance as part of 0&M (including the support from the OEM) at no extra cost to NABFINS for
the entire contract period within the timelines defined by RBI/IRDAI/ Govt. of India/ regulatory
& statutory authorities. It is the sole responsibility of the bidder to assist NABFINS in meeting
and complying with the Guidelines/Notifications of regulator & statutory authorities by making
necessary changes within the timeframes defined by regulator & statutory authority. Regulatory
or statutory fines imposed by a government or Regulatory agency for non-compliance of
statutory or regulatory guidelines applicable to NABFINS, provided such guidelines were brought
to the notice of bidder, shall be imposed on the bidder for reasons solely attributable to the
bidder.
All requirements identified by NABFINS in the RFP and/or requirement communicated by
NABFINS till SRS signoff are to be implemented by the bidder, at no additional cost to NABFINS.
Any requirement pertaining to regulatory & statutory requirement, cyber security, data security,
cloud security and cloud hosting, highlighted, advised, or published by NABFINS, regulatory &
statutory body, RBI, IRDAI, NABARD and GOI must be provisioned & implemented by bidder
during the contract period at no additional cost to NABFINS.
The Bidder will be required to fix any vulnerabilities/ bugs/issues in the platform at no additional
cost during the entire tenure of the contract. These vulnerabilities/ bugs/ issues may refer to
those detected by NABFINS or to the findings of any internal or external audit conducted by
NABFINS or its auditors on a periodic basis during the contract period.
Bidder shall maintain the solution at both DC and DR site of CSP as per the provisions of the RFP.
Bidder shall ensure that only its authorized employees/representative’s access NABFINS Data,
Logs and configurations.
Bidder shall ensure that services are performed in a physically protected and secure environment
which ensures confidentiality and integrity of NABFINS data and artefacts, architecture
(information, data, network, application, security, etc.), programming codes, access
configurations, parameter settings, executable files, etc, which NABFINS representative may
inspect. Bidder shall facilitate to NABFINS or its authorized representative for investigation
and/or forensic audit.
Bidder shall be responsible for protecting its network and subnetworks, from which remote
access to NABFINS network/NABFINS specific data access is performed, effectively against
unauthorized access, malware, malicious code, and other threats in order to ensure NABFINS
information technology system and data is not compromised in the course of using remote access
facility.
. Itis the responsibility of the bidder to provide integration with various Tech services as part
of the contract without any limitation on the number of integrations, number of API calls etc. and
also provide the related support requirements.
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X. Solution should build and maintain a comprehensive library of all the customizations performed
pertaining to the business requirements and regulatory & statutory requirements in jurisdiction.
y. Security Features

i.  Itisthe responsibility of the Bidder to ensure security features viz. audit trail, access control,
password control, and report extraction control etc. in line with the IT & Security policies of
NABFINS.

ii.  Itis the responsibility of the bidder to comply with the Government of India Guidelines and
Act on DPDP (Digital Personal Data Protection) and other acts/guidelines issued by GOI on
regular basis.

iii. =~ The proposed infrastructure & applications should also conform to standards of Government
of India, IRDAI, NABARD, and RBI Guidelines and their amendments from time to time.

iv.  The Bidder will be responsible for defining and regularly updating the baseline security
standards in line with the above-mentioned security standards. It is the responsibility of the
Bidder to ensure and incorporate all necessary security and control features within the
application, operating system, data base, etc. to maintain integrity and confidentiality of data
at all times.

v.  The Solution shall ensure user level, data and information security as per NABFINS IT
Security policy.

vi.  Bidder shall ensure that all In-scope application & infrastructure should enable generation
and monitoring of logs.

vii.  Bidder shall ensure that all In-scope application & infrastructure should provide
comprehensive audit trail features and enable audit trail and access control list generation.

viii. ~ The system shall provide daily activity logs as well as history logs (1-2 months online, post
which, the logs should be archived). It is the responsibility of bidder to ensure the Storage,
retention and offsite backup of the logs.

ix.  Bidder to ensure that all system(s) shall provide tracking of the client’s IP and network
interface address.

x.  Application/modules should communicate within themselves using the secure tunnel only
using encryption.

xi.  The Bidder is required to address the issues faced by NABFINS in the in-scope infrastructure
and applications by incorporating preventive and reactive security measures that are easy to
deploy and manage.

xii.  The Bidder will also be responsible for formulating detailed procedures for each and every
service component offered to NABFINS.

xiii. =~ The Bidder will be responsible for implementing the IT security policies drafted and provided
by NABFINS from time to time. Any deviations to the policies provided by NABFINS shall be
informed to NABFINS and approval shall be sought from NABFINS. The proposed
infrastructure & applications should comply with NABFINS'’s security policy as approved by
the board. The Bidder must make best efforts to provide a workaround for the deviation.

xiv.  The Bidder will be responsible for ensuring that relevant and required logs for each of the
items such as servers, databases, networks and security are recorded and analysed. Any
suspicious or concerned activities should be immediately informed to NABFINS and
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corrective actions must be taken and Bidder is required to provide security expert to resolve
such issues identified/ notified and RCA is to be shared with NABFINS.

xv.  The Bidder should report and analyse security and other incidents and take proactive
corrective measures to rectify the same immediately. The Bidder shall also proactively inform
NABFINS of the occurrence of such incidents and breaches.

xvi.  Bidder is required to perform security baselining, hardening, implementation of security
related patches in OS or firmware before putting the application into production. VAPT or
Application Security Testing would be done periodically or as per NABFINS Requests. In case
there is an observation by testing agency, Bidder is required to perform the necessary
changes to comply to the security parameters and Requirement as identified by testing
agency within stipulated timelines.

**The above is only an indicative list of tasks expected out of bidder. The scope extends to all that is
essential to discharge the role of a bidder, whether or not stated expressly except to the extent so
explicitly excluded.

** Bidder is required to deploy the required solutions including interfaces, adequately sized and scalable
Hardware, Software, Applications, Tools, Utilities, related services, and Facilities Management as per
specifications, SLA, terms and conditions and scope defined in this RFP (hereinafter referred as
“Solution”).

Bidder should provide solutions & Infrastructure with comprehensive support for the entire
duration of contract as per requirements of this RFP.

Rates provided by the bidder for the respective software, cloud services, and other services shall be used
on pro-rata basis for any additional software, cloud services, and/or services utilized by NABFINS during
the contract period.

Unless expressly stated otherwise, for all the solutions to be provided by the Bidder, the Bidder is
required to factor the necessary hardware, software, and services across NABFINS’s locations as
stated.

NABFINS reserves the right to alter / change / modify the procurement of any of the services, hardware,
or software items or terms and provisions of this RFP and may request additional information from the
bidder. NABFINS, at its discretion, shall leverage the unit rates provided by Bidder in case of increase or
decrease in any of the services, software or hardware proposed by Bidder throughout the tenure of the
Contract.

NABFINS at its discretion may take the 3rd party services It is the responsibility of the bidder to
ensure that all the integration & interfacing is performed to meet the Scope, Functional & technical
requirements, and other terms of the RFP.

In case of replacement of Tech service provider during the contract period, bidder shall undertake
the integration & interfacing as and when change is sought by NABFINS.
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6.1.Detailed Scope of work

This section provides the scope of work for this RFP. Selected bidder will be responsible for integrating,
operating and 24*7 monitoring NABFIN’s Infrastructure. SOC, equipped with set of tools such as, Security
Information and Event Management (SIEM) and all other tools that are required to comply with the scope
and service levels at bidder’s site.

SIEM

Configuration and Integrations at the NABFINS sites. Ensure that logs are being collected from all in-
scope devices. As appropriate, advise NABFINS and related stakeholders on the required log levels,
and support NABFINS in enabling them.

Integrate and monitor all logs through a SIEM. Create correlation rules, customise existing rules and
use cases for effective security monitoring and incident reporting. The bidder should use proven
threat feeds to proactively identify threats in NABFINS’s environment.

Integrate the event with NABFINS'’s ticketing tool.

Provide information and specifications required at NABFINS side and support in enabling them.
Work with NABFINS and its partners to integrate the SOC solutions with existing IT environment,
and log collectors and other IT solutions.

Complete adherence to the service levels as mentioned in the RFP.

Write parsers, connectors and other programs as necessary to enable integration of all in-scope
components and operationalization of the same.

Ensure proper archival, purging and retention of logs for future analysis as per NABFINS’s
requirement.

The bidder may propose additional technologies or security capabilities that enhance the overall
security posture of NABFINS. The bidder shall be responsible for the implementation, integration,
maintenance, and support of such proposed technologies throughout the entire contract period, in
accordance with the Service Level Agreement (SLA) specified in this RFP. Furthermore, the bidder
shall provide all necessary hardware, software, licenses, storage, and associated components
required to successfully implement the proposed solution and meet NABFINS' security objectives
and business requirements as outlined in this RFP.

Bidder to call out any responsibility required from NABFINS and any exclusions. Anything not
explicitly called out and mutually agreed with NABFINS will become responsibility of Bidder to meet
the scope and service levels.

Bidder to ensure their SOC remains compliant to RBI regulations and laws of land. Bidder has to
ensure compliance to any change in future regulations at Bidder’s own cost.

Bidder to provide complete support and artefacts to NABFINS or NABFINS appointed third party for
the audit to be carried out.

. Bidder shall store all logs for a minimum period of one year. Preferably, logs for 1-2 months shall
remain online, after which they may be moved to archival storage. In line with NABFINS's
requirements, these logs must be capable of being downloaded. The bidder shall provide the stored
logs to NABFINS within one day’s notice, at no additional cost. NABFINS reserves the right to request
logs for any time duration within the storage period or by applying specific filters.
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n. Bidder shall submit SOP for the operations/activities carried out at NABFINS’s premises. The same
will be updated during the period of contract as per requirement. Bidder will ensure that at the time
of replacement of appointed project resource, the SOPs are duly handed over under intimation to
NABFINS.

SCOPE OF CORE SERVICES

The scope of services to be provided by the bidder are as follows:

S Technical Requirements
No. Specification
1 SIEM Solution 1. Log Parsing and Normalization
o Validate log collection.
o Configure parsers and field mappings.
o Normalize events according to SIEM standards.
o Ensure timestamp synchronization and data quality.
2. Use Case Implementation
o Implement predefined security monitoring use cases.
o Develop custom detection rules and correlation logic.
o Configure MITRE ATT&CK mapping where
applicable.
o Define alert severity and prioritization.
3. Dashboards and Reporting
o Develop SOC operational dashboards.
o Configure executive and compliance dashboards.
o Create scheduled security reports.
4. Threat Intelligence Integration
o Integrate threat intelligence feeds.
o Configure I0OC ingestion and automated enrichment.
o Enable threat correlation.
5. Alerting and Incident Integration
o Configure alert notifications.
o Integrate with ITSM/SOAR platforms (e.g., In house
Ticket, Jira,zoho ticket tool).
o Configure incident workflows and escalation.
6. Performance Tuning
o Optimize log ingestion and correlation performance.
o Reduce false positives.
o Fine-tune detection rules.
e Custom Correlation Rules as per NABFINS’s requirement
e Bidder to provide workflow automation so that applications, infrastructure
are integrated automatically, and manual intervention is minimal.
5 Storage, Log 24*7 logs & audit trails
monitoring and ¢ In the event of integration challenges with any SaaS application, the
configuration. bidder shall provide a shared storage location where the SaaS vendor can
periodically export and deposit logs. The SIEM solution shall be integrated
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with this storage location to collect and ingest the logs. This approach is

intended to minimize any performance impact on the SaaS application and

address challenges associated with real-time log synchronization between

the SIEM solution and the SaaS vendor's platform.

e Monitoring for the security events and raise the incident for any security
breach.

e The solution should ensure Log Archival, Purging and retention of logs for

future analysis as per the RBI guidelines and NABFINS’s security policies.

¢ Solution should be capable of assisting in finding log entries on originating

systems for use in forensic investigations.

e The logs should be transmitted in encrypted format

¢ Proactively monitor and inform NABFINS team if logs are not receiving at

SOC from log source.

¢ As appropriate, NABFINS can ask for logs and bidder has to supply to

NABFINS.

Non-functional requirements

The important factors with respect to architectural requirements which bidder shall consider for

implementation of the project are elaborated below:

o The solution should be implemented as per best industry practices. It should be customized to
meet NABFINS’s requirements.

o Use of proven products and technologies - The proposed solution should necessarily consist
of proven products and technologies for the required functionalities with any customization if
required to meet the business objectives.

o Scalability - All components of the solution must support scalability to provide continuous
growth to meet the requirements and demands of NABFINS. The Solution should scale in a linear
fashion and behave consistently with growth in data, number of concurrent users etc.

o Interoperability - The solution should be interoperable, to support information flow and
integration. It should support open architecture solutions such as XML, LDAP and SOA etc. where
information/data can be ported to any system, whenever desired.

o Availability - All components of the solution must provide adequate redundancy to ensure high
availability. The solution shall have built in redundancy in terms of both the hardware and
connectivity so that service is not impacted and is available 24x7.

o Reliability - The solution needs to be reliable to maintain data integrity and support business
continuity.

o Security: Proposed solution should provide role-based security, encryption of data-at-rest, data
in use, data-in-transit, and data on backup media.

o Orchestration Layer - This helps in managing the execution of multi-step process from start to
finish. It is helpful for sequencing, routing, logic, error handling, etc.

Usability - The solution developed shall have easy-to-use User Interface (UI)
Modularity- The technical architecture shall be able to add new products/modules quickly.
Maintainability - It defines how easy it is to update, fix and enhance the system over the time
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o Data Tiering - It is to optimize the storage and retrieval of data by automatically assigning data
to different storage tiers based on usage and access patterns. Businesses can significantly reduce
costs associated with data storage and improve performance. This technique also aids in efficient
resource utilization, making it easier to manage the growing volumes of data efficiently.

o The solution should be the latest version of proposed software with a clear product roadmap and
should be in line with the current technology trends and business/domain trends. Bidder to note
that proposed version of the solution should be latest stable & supported version from the OEMs
and support from the OEM should be available for the entire contract duration.

o Bidder shall comply with Data Governance policies and standards of NABFINS including data
retention standard at all times.

Cloud and CSP Requirements

a. The proposed cloud computing solution shall be configured, deployed, and managed to meet
security, privacy, legal, ethical and compliance requirements of NABFINS.

b. Bidder to enable NABFINS in performing audit/review IT controls of the CSP as and when
required by NABFINS.

c. As per the NABFINS Applicable regulatory guidelines The Bidder should perform periodic
Information Security assessments, IT Security audits, Vulnerability Assessment and
Penetration Testing (VAPT), and other applicable security assessments for the application
and the underlying hosting infrastructure. Alternatively, if required by NABFINS, the Bidder
shall provide the necessary access and support to NABFINS or its appointed vendor to
perform such assessments. The Bidder shall remediate all identified audit observations and
security gaps within the timelines specified in NABFINS' IT Audit Policy.

d. Bidder to also submit an independent review report for the audit/review IT controls from
CERT-In empanelled security consultant, to ensure it meets NABFINS information security
requirement, the same shall be submitted by bidder/CSP as and when required by NABFINS.

e. The Bidder shall be responsible for provisioning required compute infrastructure
(server/virtual machines), storage for hosting the proposed application.

f. Bidder should arrive at the sizing independently. In case, the sizing quoted by the Bidder fails
to meet the necessary services, NABFINS will not bear any cost for upgrades or replacements
and the same should be provided by bidder at no additional cost to NABFINS. Also, during the
contract period, growth of NABFINS should be considered and application performance is to
be ensured.

Bidder shall have provision to provide and support additional and related services.
The Bidder will be completely responsible for supply, installation, configuration,
customization, and maintenance of complete solution for the contract duration. NABFINS

= @

later will not make any additional payments for the solution provided by the Bidder.

i. Peak load requirements should be taken care of, in terms of both hardware and software
suggested such that these can support the initial and incremental solution requirements for
the contract period.

j-  All system software components required for the project, must be included in the bill of
Material of the Bidder. In case, Bidder fails to do so, and the project demands additional

Page 21 of 122



{©)

RFP for procurement of Security incident
event management (SIEM) tool (on-cloud)

NABFINS

components at a later stage, then Bidder will have to provide additional components at no
additional cost to NABFINS.
A detailed information on the solution to address capacity issues should be provided by the
Bidder/ OEM. Bidder/ OEM should continuously monitor the capability of the solution to
handle the load as and when data volume grows.
Bidder must ensure that capacity planning can handle load and volumes till the end of
contract period and will also provide additional resources at no additional cost to NABFINS
in case the requirements are not met.
. Bidder should ensure that the proposed solution should include the requisite OS, DB,
Application Server, Middleware, containerization software etc. required for successful
installation, implementation, commissioning, and maintenance of the proposed solution for
the entire contract duration.
Bidder is required to provision other applications/tools/solutions for configuration
management, change management, release and deployment management, application
performance monitoring, service level monitoring, infrastructure monitoring, security &
access management etc.
Bidder is required to perform regular backup and recovery tests as per NABFINS’s backup &
retention policy, to ensure that logical segregation and controls are effective.
Bidder to ensure the availability and sharing of the backup copy of data and logs (in the
format agreed with NABFINS) to be handed over to NABFINS’s team at regular interval (as
defined by NABFINS). Bidder to share the data backup as per the requirement defined in
Section 6.1, point e: Data backup.
Bidder to ensure the compliance to NABFINS backup and retention policy as and when it is
changed.
The Bidder shall be responsible for recovery of lost data, restoration and repair of damaged
data and the correction of data.
The Bidder shall be responsible for restoring the system to an operable state where system
downtime is attributable to application software.
The Bidder shall be responsible for maintaining and extending support for the proposed
solution & tools. This shall include:
a. Regular back up and fine tuning of the Database and Application as a whole, the
Bidder would maintain relevant log for the same.
b. Fine tuning of the operating system so that the uptake and execution of application is
faster.
c. Tuning of the file organization so that there is optimal utilization of storage and
memory
Bidder shall be responsible for providing / arranging the third-party software / utilities in
case of any reported bugs in the operating system, application software and other bidder
provided software.
Bidder as a part of approach should clearly indicate the process flow including the encryption
methodology.
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w. Bidder is required to ensure all security controls as laid down by NABFINS in their IS policy
and as recommended by NABFINS, and regulatory & statutory body shall be implemented in
Application and Application Hosted Cloud environment.

x. Continuous monitoring mechanism shall be put in place to evaluate the operations of the
cloud services subscribed and implementation & effectiveness of security controls in the
Cloud Computing environment.

y. Bidder is required to propose Infrastructure and applications for the following environments
(these are minimum, bidder is required to right size over and above the below requirements):

Production Environment:
e DC-Primary Site (Standalone deployment) - To be made available throughout the
contract period
e Secondary Site (Standalone deployment)-To be made available throughout the contract
period

NABFINS expects Bidders to optimally size and factor the requirements in compliance with the RFP
requirements. However, if at the time of implementation there is a shortfall/non-compliance of any
component/hardware/software required for the functioning of Bidder’s solutions with respect to the
proposed hardware/software, Bidder will be required to provide additional
hardware/software/services at no additional cost to NABFINS.

Responsibility Matrix:

S. No. Activity Activity Owner

1 HLD and LLD, SRS and other | Bidder & OEM
documents

2 Provisioning of cloud and other | Bidder/CSP
infrastructure

3 Runtime Bidder/CSP

4 Middleware Bidder/CSP

5 Database Bidder/CSP

6 0S Bidder/CSP

7 Virtualization solution Bidder/CSP

8 Providing and maintenance of | Bidder/CSP

Compute, Storage, Networking,
Network & Platform security, IDAM,
Other security solutions

9 Requirements Gathering and | Bidder/OEM/CSP
Documentation

10 Implementation of proposed | Bidder and OEM
solutions & tools

11 Solution Installation in NABFINS | Bidder and OEM
Assets and Configuration.

12 Integration of proposed solutions & | Bidder and OEM
tools
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13 Training and handholding of Bidder and OEM
hardware installation, housekeeping,
and management

14 System Integration Testing and | Bidder and OEM
regression testing

15 Load and performance testing Bidder/OEM

16 Source code review Bidder/ OEM

17 Infra VAPT Bidder/OEM

18 Solution VAPT Bidder/OEM

19 IS Audit (Infra and Solutions) Bidder/OEM

20 Conformity to the security audit gaps | Bidder and OEM

21 Conformity / compliance in case of | Bidder and OEM
identification of any non-compliance
identified by NABFINS during
installation.

22 SIEM Tool Installation and Integrate | Bidder/OEM
with all NABFINS Assets and
Services.

23 User Documentation for proposed | Bidder/OEM/CSP
solutions and cloud infrastructure

24 Management, Maintenance and | Bidder/ OEM/CSP
support of all supplied hardware
equipment(s) and software
components

25 Periodic patch, script, release etc. | Bidder/OEM/CSP
update of firmware, Operating
System, Application Server,
Webserver, Database, software for
hardware management etc.

26 Audit conformity / compliance Bidder/OEM/CSP

27 SLA  report generation and | Bidder/CSP/OEM
submission

28 SLA dispute identification and | Bidder/CSP/NABFINS/OEM
resolution

29 Supply, maintenance, management, | Bidder/OEM
and support*

30 Dash board Monitoring and Taking | Bidder
action about the Alerts, Notifications
and Tickets.

* Bidder is required to bring in the resources of the OEM to meet the terms of the RFP
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Security requirements

The Bidder is required to comply with NABFINS IT, IS, Data policies etc. in key concern areas relevant

to the RFP, details of which will be shared with the selected Bidder. Some of the key areas are as

under:

a. Responsibilities for data protection, privacy, availability, and confidentiality.

b. Responsibilities for application security and availability.

c¢. Responsibilities on system and software access control and administration.

d. Custodial responsibilities for data, software, and other assets of NABFINS being managed by

or assigned to the Bidder.

e. Physical Security of the facilities and access provided to the bidder professionals and other
staff member.

Incident response and reporting procedures.

Password Policy of NABFINS.

Data Encryption/Protection requirements of NABFINS.

In general, confidentiality, integrity and availability must be ensured.

j.- Bidder to ensure Data security for data in motion and at rest.

k. The Bidder shall provide extensive security features at the system and database levels to
ensure security and integrity of the Data and the Application Modules.

. Bidder to propose requisite tool to ensure encryption (Data at rest, data in transit/motion)
and secure transmission of data. Bidder as a part of the technical proposal clearly indicate the
security tools and solution proposed including the data encryption tools.

m. The solution should support industry standard encryptions

n. The proposed solution should ensure data integrity

o. Bidder to ensure, configure and implement required tools/application to encrypt data at rest
and encrypt data in transit.

p. Compliance to regulatory and statutory guidelines pertaining to information security, Data
requirement and other applicable guidelines

g- To provide Forensic Investigation as and when required by NABFINS and share the required
information/evidence with NABFINS

r. The bidder is required to submit detailed security features supported by the system along
with details and architecture of the security components.

s. The Bidder shall share detailed information security incident report(s) with the detail of
corrective actions taken if such a situation arises.

t. The bidder should ensure that the Personally Identifiable Information (PII) is encrypted /
masked, and all such PII should be masked accordingly in-line with access control
mechanisms as specified by NABFINS.

o g o

—e

u. Security Configuration, Monitoring and Audit
e The baseline security configuration of Operating System, Database, Web server and
all other applications to be done by the bidder, according to the industry best
practices and same shall be shared with NABFINS for their review.
e Compliance with security best practices may be monitored by periodic security audits
performed by or on behalf of NABFINS. The periodicity of these audits will be decided
at the discretion of NABFINS. Periodicity for Regulatory Audits would be required as
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per the rules and guidelines laid down by the regulator or as required by the
regulator. These audit plans include, but are not limited to, a review of access and
authorization procedures, physical security controls, input/output controls, DB
controls, backup and recovery procedures, network security controls and program
change controls.

e To the extent that NABFINS deems it necessary to carry out a program of inspection
and audit to safeguard against threats and hazards to the confidentiality, integrity,
and availability of data, the Bidder shall afford NABFINS’s representatives’ access to
the Bidder’s facilities, installations, technical resources, operations, documentation,
records, databases, and personnel. The Bidder must provide NABFINS access to
various monitoring and performance measurement systems (both manual and
automated). NABFINS has the right to get the monitoring and performance
measurement systems (both manual and automated) audited without prior approval
/ notice to the Bidder.

Other requirements

A. Requirement Analysis
i. The bidder must do in-depth study of all business requirements and design and implement
a solution taking them into account. The solution should be adaptive and responsive to
requirements which may arise in future. The bidder’s proposed solution must comply with
the functional and technical requirements mentioned in RFP. But the bidder should not
limit the requirements to this functional requirement list. NABFINS may add additional
functionalities during the requirement gathering stage which has to be customized,
parameterized, and implemented by bidder at no additional cost. As a part of requirement
gathering the bidder will conduct discovery and ideation sessions with NABFINS users and
its appointed consultants to understand the requirements of the solution. While the bidder
can refer to the available journeys, they are expected to create their own journeys by
leveraging their domain experience, Out of the Box (OOTB) features of the proposed
product etc. and take necessary approvals. Basis the discovery, bidder shall plan, design,
develop models, take NABFINS sign-off and submit the deliverables to NABFINS.
ii. Few of the key activities includes but is not limited to the following:
a. Requirements elicitation with NABFINS’s business team based on discussions,
structured questionnaire, etc.
b. Leverage user journeys
c. Arriving at detailed requirements specification for the solution functionalities and
exact data points.

iii. Bidder must coordinate with NABFINS’s vendor(s) of different applications to understand
the data structure and field level mapping to extract the data. NABFINS will only facilitate
the coordination.

iv. Systems Specifications Requirement Study: The Bidder will conduct a detailed requirement
study to develop a Functional Requirement Specification Manual (FRSM) which would
cover all the functionalities which would be offered to NABFINS. The functional
requirements will also include all the functional requirements mentioned in Appendix 1A.
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Additionally, FRSM will also include functionalities which will be required by NABFINS in
future. The FRSM will be handed to NABFINS for review and additions. All the additional
suggestions given by NABFINS will be added to FRSM by the Bidder.

v. Bidder will provide all functionalities mentioned in Functional Requirement Specification
Manual. The Bidder will implement the proposed solution with all software, hardware, and
infrastructure to meet functional requirements of FRSM.

B. System Design
i. The bidder is expected to take up the role of a system integrator and drive overall solution
development, customization, parameterization, and implementation of the proposed
solution. The Bidder shall manage end-to-end service integrations and associated vendors.
ii. The solution should enable to setup, configure, and customize the base solution for
digitalisation NABFINS requirements
iii. Bidder shall design the proposed system based on defined requirements, data flows and
methodologies.
iv. Bidder is required to study/ analyse, design a secured and dynamic architecture for the
proposed solution.
v. Bidder shall be responsible for the overall Solution Delivery, Development, Installation and
Configuration, and Vendor Management
vi. The bidder shall develop the system in scope, basis the design considerations along with
exception handling, logging, archiving, monitoring, Definition of business rules to be
implemented, writing deployment scripts, interface development, implementation of data
exchanges, etc. Implementation of the Solution also includes all the Integrations as defined in
scope and the unit testing of modules.
vii. The bidder shall design, size, implement, maintain & support the proposed solution on cloud.
viii. The bidder shall perform the role of a system integrator and take full responsibility for the
end-to-end solution delivery. The Bidder shall design & deliver integrations between systems
internal to NABFINS and external systems. The bidder shall ensure flexibility to enrol third
party / fintech companies / other bidders for data capturing / data validation / any other
purpose and ensure the proposed solution integrates with NABFINS’s systems on a plug and
play model.
ix. The Bidder is required to integrate the solution with NABFINS existing as well future
applications:
1. Core MFI Solution
SMS Gateway
Email Gateway
Payment Gateways
SIEM tool and ITSM integration.
SaaS Application Logs
SaaS Application hosted Infrastructure
Centralised Endpoint Protection Console Integration.
Network Devices (Firewalls, Routers, Switches, VPN Devices, Network Access
Control).

O 0N s WD
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10. Windows Servers, Linux/Unix Servers, Database Servers, Web Servers.
11. Active Directory, DNS/DHCP

12. Endpoint Security/EDR, Antivirus Solutions

13. IDS/IPS

14. DLP

15. Cloud Platforms (AWS, Azure, GCP)

16. Virtualization Platforms

17. Third-party APIs

18. Integrate threat intelligence feeds.

19. Any additional integrations shall be as per NABFINS requirements

C. Documentation
Following is the indicative list of documentation that the bidder should prepare, take NABFINS
sign-off and submit it as a deliverable:

I.
ii.
iii.

Detailed project plan
Software requirement specification document (SRS) and other design documents
Documentation of technical requirements

iv. Documentation of architecture requirements
v. Mapping of Functionality and specifications document
vi. Development of low level and high-level design documents
vii. Documentation of testing plan, test cases, test scenarios, test scripts, gaps, bugs, fixes, etc.
as a part of quality assurance
viii. Document of Tool configuration and alert, notification, ticket, etc.. Handbook
ix. Document of SLA Configuration.
x. User training manuals
xi. All documentation including technical, operations, like release notes, license terms, user
manuals, training manual, technical manual, standard operating procedures, solution
architecture and design, system flow document, data dictionary, backup & retention
process & approach, cyber-security standards and documentations, and other necessary
documents etc.
xii. Statement of Work (SOW), Quality Plan, Test Plan, Requirement traceability Matrix,
Design Document, Report Design, Delivery Notes documents, etc.
xiii. Application configuration documents
xiv. System/debugging/diagnostics documents
xv. Test procedures, strategy, scripts and process.
xvi. The Bidder shall also provide the MIS reports as per requirements of NABFINS.
xvii. Any level/ version changes and/or clarification or corrections or modifications in the

above-mentioned documentation should be supplied by the bidder to NABFINS, free of
cost in timely manner.

D. Deployment and Go-Live

i. The bidder shall deploy the solution in production environment, provide hyper-care
support and maintenance. The bidder shall observe the user working patterns, provide
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support, training, and technical help, fix issues/bugs being discovered in this phase and
guide the users for best practices

ii. Creation of deployment plan and planning go-live

iii. User training

iv. Issue/bug fixing

E. System recovery
i. In case of disaster, it is the responsibility of the bidder to ensure that services remain
unaffected and same is up and running from secondary site (DR)

ii. Itis bidder’s responsibility to maintain DC - DR patches, updates & upgrades on continuous
basis. Bidder to ensure that scheduled / unscheduled DR drills is conducted on regular basis
(Quarterly basis or as defined by NABFINS). As part of these exercises, bidder to submit
compliance / completion of activity reports at the end of the activity.

iii. Bidder is responsible for performing DR drills between the proposed primary (DC) &
secondary site (DR). Also, bidder to participate and assist NABFINS in their DR drill
(planned & unplanned) and ensure the availability of solution during NABFINS’s drills.

iv. Processes shall be in place to allow for recovery to a disaster recovery hardware platform,
and the bidder shall provide Estimates of recovery time.

v. Proposed method of recovering the logical state of the production service, Likely extent of
data loss in the event of such recovery being required

vi. The Bidder shall maintain following documentation and same shall be shared during
the starting of the project and every MONTH highlighting the updates made in the
document with respect to the previous version.

a) Disaster Recovery Plan- identifying the operations involved in disaster recovery
and the dependencies between these operations.

b) Disaster Recovery Procedures- providing step-by-step instructions for the
operations identified in the Disaster Recovery Plan

c) Disaster Recovery Test Plan- identifying the steps and resources required to carry
out a Disaster Recovery test to validate the Disaster Recovery Plan and Procedures

vii. The Bidder shall ensure that each batch job (if any) can, following a failure, be restarted
from the point of failure once the cause of the failure has been removed

viii. Following any failure, it should be possible to return the System to the state following the
last committed transaction

ix. The Bidder shall nominate the following points of contact (with the named deputies) and
the hours they shall be available to support the fault resolution process during all phases
at a site

1. A named Fault Manager (responsible for the execution of contractor's activities in
the fault resolution process).

2. Anamed administrative contact, responsible for day-to-day communication of fault
and general status information

3. A designated telephone number for specific communication of urgent faults and
issues

4. A single electronic mail address for communication of faults and related
information
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Xx. An escalation process (RIGHT UPTO THE MD) shall be defined to ensure that NABFINS can
escalate unresolved faults when necessary.

F. Resource Requirement

Key resources:
Implementation Phase (30 Days) : Project Manager - Implementation, (SIEM Domain SME,
Solution Architect- Implementation) and O&M Phase: Project Manager - 0&M

Count of
S.No Resource Type Deployment Experience
- yp ploym Resources xp
IMPLEMENTATION PHASE
. Should have an overall experience >15 years

Project

1 M - | Hybrid 1
anager ) ybrl Experience should include project management of
Implementation

two Implementation (SIEM) projects.
SIEM Domain . Shoulq have an ove.rall experience >10 yt'ears. .
3 SME Hybrid 1 Experience should include at least 2 projects in SIEM
domain in India.

) Should have an overall experience >10 years
Solution

4 Architect- Hybrid 1

, Experience should include Integration/solution
Implementation

architect at least 2 projects in India.
Diploma / Engineering Graduate / Science Graduate.
¢ Good Communication (written/Oral)

L2 ST « Willing to work in 24X7 environment

. Onsite Full ¢ Should have atleast 6 years of relevant experience
5 Engineer (SOC 2 . . : 1
. time in managing solution and SOC Team working
Engineer) )
experience.
. Should have worked in 1 similar project as L2
in any MFI/NBFCs/banks/FI /Financial services
O&M Phase

Should have an overall experience >10 years
Experience should include project management/

O&M of 2 jects in India.
Service Delivery of any 2 projects in India

1 Manager Hybrid 1 e Whenever NABFINS requires support, the
8 support person shall be available to provide
assistance for issue resolution, implementation
activities, and any new requirements.
e Diploma / Engineering Graduate / Science
Onsite Full Graduate.
L 2 Support . - .
. time - entire ¢ Good Communication (written/Oral)
2 Engineer (SOC ) 1 . . .
. project + Willing to work in 24X7 environment
Engineer) ] .
Duration ¢ Should have at least 6 years of relevant experience

in managing solution
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Count of
Resources

S.No Resource Type Deployment

Experience

¢ Should have atleast 6 years of relevant experience
in managing solution and SOC Team working
experience. Similar project as L2 in any
MFI/NBFCs/banks/Financial services/IT
Company.

e Resource should have capability to manage SIEM
and take appropriate action according to the Alert
or Ticket.

e 100% Dedicated Resource for NABFINS.

Note-

1. The quantity of resources listed in the table above represents the minimum required for on-site
deployment. Bidders must ensure that their on-site and off-site deployments are appropriately
scaled while adhering to these minimum requirements.

2. Hybrid Mode - Depend upon NABFINS Requirement Resource should be available at NABFINS
Head office.

3. Resource is to be available onsite during implementation and go-live phase for purpose of
coordination and resolution of issues.

4. The deployment of L2 on-premises, if any, must be during business hours. Bidder is required to
optimize resource allocation to ensure that each shift maintains a minimum quantity of resources
as indicated in the table above.

5. L2 resources Should have good knowledge about the SIEM tool managing, Integrating and
troubleshooting the issues, if NABFINS Identifying the Knowledge gaps the bidder should appoint
with relevant experienced resources as per NABFINS Request and Bidder identified resources
NABFINS will conduct the interview.

6. The Resources are named resources which shall be deployed on the project and change of
resources is not permissible unless explicitly required and shall be as per SLAs and post approval
from NABFINS.

7. In case of replacement, the following transitioning and knowledge transfer period is to be
adhered.

8. The L2 Support Engineer (SOC Engineer) shall not be limited to managing SIEM tool
configurations. The SOC Engineer is also responsible for performing SOC-related activities,
collaborating with the NABFINS DIT and CISO Cell, and supporting issue investigation, resolution,
and remediation.

Project Manager and other key personnel: 45 days and other personnel: 30 days

9. Bidder must deploy competent resources for the team to perform necessary implementation,
maintenance and support as per the requirements of NABFINS. Bidder must deploy adequate
resources to ensure that the systems are implemented within timelines, are up & running and
customer services are not impacted. To ensure that the SLAs are met, the Bidder if required will
need to deploy additional resources during the contract period without any additional cost to
NABFINS.

Page 31 of 122



RFP for procurement of Security incident
event management (SIEM) tool (on-cloud)

NABFINS

{©)

10. NABFINS has the right to interview and reject resources deployed by the Bidder during any stage
of the contract, bidder shall make necessary arrangement for replacement within the timelines
defined by NABFINS.

Bidder should provide qualified and experienced resources to work during the contract period for
(but not limited to):
i. Data administration

ii. System Administration

iii. Integrations, reports and logs Extraction and development of reports

iv. Support technical and functional queries.

A technical team, to solve logged issues within SLA period.

This management would have to play a critical role in on-going support. All Operation & maintenance
resources will be screened by NABFINS authorities positioned on the project. Replacement of a
resource under unavoidable circumstances needs to be intimated to NABFINS in advance and the
replaced resource should be equally or more qualified and experienced with due handover &
Knowledge Transfer.

The Bidder is required to provide support and applicable patches as and when released during the

contract period. Any observation raised by Regulators/NABFINS/Other Agencies from time to time

should be rectified and fixed by the bidder at no additional cost to NABFINS post approval from

NABFINS for deploying the same Support & Maintenance.

a. Provide post go-live support, which includes but is not limited to system maintenance & support,
system performance monitoring, system tuning, root cause analysis, change release management
and day to day support (L2), Solution maintenance, SLA compliance etc.

b. Provide support for the platform upgrades, customizations, configurations and resolving
bugs/issues.

c. During the support period, the bidder will have to undertake comprehensive support of the
platform and all new versions, releases, and updates for all standard product or specified
software to be supplied to NABFINS at no additional cost. The Bidder shall maintain the platform
to comply with parameters defined in this RFP.

d. Comprehensive maintenance shall include, among other things, day to day maintenance of the
product or specified software a reloading of software, compliance to security requirements, etc.
when required or in the event of system crash/malfunctioning, arranging, and configuring facility
as per the requirements of NABFINS, fine tuning, system monitoring, log maintenance, etc. The
services and the deliverables should strictly adhere to the SLAs.

e. Support would be comprehensive in nature and must have back-to-back support from the OEMs
of the tools and CSP.

f. In the event of system break down or failures at any stage, following shall be specified:

o Diagnostics for identification of product or specified software failures and Root Cause
Analysis (RCA)

e Protection of data/ configuration

e Recovery/ restart facility

e Backup of product or specified software / configuration

o The Bidder shall support the Software Solution, tools, and infrastructure provisioned during
the entire contract duration as specified in Scope of work in this RFP.
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g. The Bidder will be single point of contact and responsible for all, components, software, etc. The
bidder must note that the managed services as a part of management should be available.

h. During contract period, the bidder will be responsible for:

i.  Overall maintenance and working of the solution.

ii. Bug fixing and delivery of patches/ version changes effected

iii. Providing tools for creating knowledge repository for the bugs identified, resolution
mechanism, version upgrade, future upgrade etc. of Application software, tools, OS, RDBMS,
application server software, web server software, interfaces, integrations, customization,
reports etc.

iv. Provision should be available for version control and restoring the old versions if required
by NABFINS

i. Enhancement, modifications, customization, patches, updates and upgrades shall be provided
during the entire contract period.

j- Configuration changes, performance monitoring, troubleshooting, patch installation, running of
batch processes, database tuning, replacement / support, technical support, application, and data
maintenance, taking backup of the database as required, recovery, query generation and
management etc. of all software supplied under this RFP document.

k. All the detected software/hardware errors must be notified and corrected, as per the agreed
timelines.

1. Support NABFINS in integrating any new applications to the proposed applications

m. Provide BCP/DR procedures and conduct DR drills in conjunction with NABFINS
policies/procedures.

n. Routing the transactions through backup system in case the primary system fails switching to the
DR site in case of system failure

0. Service records and calls to helpdesk must be maintained and tracked for support, which will be
reviewed monthly by NABFINS.

p. Coordinating and scheduling maintenance activities with NABFINS and appropriate support
functions of NABFINS/other providers (e.g., network support, facilities support, etc.).

g. Provide maintenance data, as reasonably requested by NABFINS, to support replacement /
refresh scheduling.

r. Provide a single-point-of-contact (Refer the section 6.1.6: other requirements, point G.) to users
for the resolution of problems.

s. Provide support and assistance, as required, to isolate complex network, operational and
software problems related to the proposed solutions

Update, or provide the information required for NABFINS to update the asset management
with NABFINS

t. Track and report observed Mean Time Between Failures (MTBF) for Hardware and Software

u. Release Control shall include the following but not limited to:
i. All deliveries (full or patch) shall include a release note containing a full list of the contents
of the delivery:
ii. Versions, file sizes and file modification dates of all components included in the delivery
iii. All reported faults which are newly fixed in the delivery, identified by fault reference code
and including a brief description of the nature of the fix
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iv. All change requests which are completed in the delivery, identified by the appropriate
reference code, and including a brief description of the means whereby the change is
implemented

v. All information required to make any appropriate changes to the tuning and configuration of
the production Systems or database such that they continue to meet their specifications

Note: NABFINS will not be liable to pay any additional charges in respect of any sort of maintenance
required during the tenure of the contract.

The list of activities mentioned below are indicative, bidder is required to perform all the activities not
limited to the one mentioned in the RFP for maintenance, management and successfully meeting the
terms of the RFP.

v. Application management includes but not limited to:

Task Activities
Services required 1. Installation, configuration, and Un-installation of application
2. SIEM tool Installation and integrations with NABFINS IT

Assets, applications and Infrastructure.

Incident and problem management.

24*7 Performance Monitoring & Management of application

Application Patch management and version control.

Secondary site setup creation and DR management including

DR synchronization, DR drill, etc.

Perform Primary - secondary site drills (DC-DR Drills)

Managing capacity and augmenting in order to meet the SLAs

9. Troubleshooting Application server product related issues and
Patch Management.

10. Configure, start, stop, and manage Server services for all
environment and nodes as required.

11. Configure and manage HTTP/HTTPs

12. Configure and use monitoring tools provided for Application
Server

13. Backup & restoration management of application server

14. Vendor management (Logging a call with product Vendor)

15. Support to known errors and problems

16. Monitor alert notifications, checking for impending problems,
triggering appropriate actions.

17. Bidder is required to factor in a solution to automate the batch
jobs to meet the requirements of the RFP.

o 1k W

®© N

w. 0S/Server/Appliance/Hardware Management categorized under Incident, Problem and
performance Management Services
a. Bidder needs to provide below mentioned services but should not limit itself to this list:
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i. Performance, Incident and Problem Management
ii. Preparation of Preventive Maintenance calendar, Checklist, Root cause analysis and

Capacity report

iii. ~ Updating knowledge base, Service pack, patch, and Antivirus definition

iv.  OS Hardening

V. Troubleshooting system alerts with knowledge base

vi.  Closure of new incidents

vii. Primary site /Secondary site failure testing along with NABFINS where the operations
will be carried out from secondary site.

viii. Patch Implementation

ix.  Configuring backup jobs

X. Log analysis and monitoring

xi.  Rotation of Log file

xii.  Restoration Drill

xiii. Defining Backup Policy, adherence to backup schedule and troubleshooting backup
failures

xiv. Performance Tuning

X. System administration services

Task Activities
File / system / access 1. Ensuring all integrations and logs are collecting and
management maintaining properly.

2. Ensure logs and data maintained with proper
access management control mechanism and
stored securely.

3. Accounts activity logs should maintain.

4. SIEM Logs retention and Backup should be align with

NABFINS Policy.
Security monitoring and 1. SIEM Logs and Dashboard Monitor.
investigation 2. Assess risks on as per alert and notifications.

3. Monitor and Create Rules accordingly implement
resolution metrics.
4. C(lassify the Incident as per severity and mitigate the
incident within the SLA.
5. Perform regular security audits, etc.
6. Weekly and Monthly summary report prepare and
submit to NABFINS Management for review.
Performance optimization and 1. Process and Memory Management, Monitoring CPU
reporting performance, Monitoring Memory performance,
Conduct root cause analysis, Monitoring Input /
Output performance, Monitoring Internet and
Ethernet Trafficc Monitoring Load balancing,
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Task Activities
Monitoring Storage bandwidth, Error detection and
correction, Troubleshooting and client support, etc.
2. Performance SLA definition defend by the each
platform raise incident or alert mechanism.
3. Weekly and Monthly summary report prepare and
submit to NABFINS Management for review.
Backup File Retention 1. Creating backup schedule
2. Performing backups and restoring files
3. Storing backups, Bidder should take backups for the
entire period of contract.

Level 2 (L2) Support:
a. RoleofL2:
i. Monitor all integrations to ensure connections are properly maintained, and regularly collect
logs from all systems and platforms.
ii. Should cover entire management and support of the proposed solutions and all third-party
solutions.
iii. To address issues/queries related to the applications, i.e., proposed solutions and all
proposed infrastructure
iv. To assess cause of the issue and accordingly resolve the same within the timelines
v. The engineer assigned to NABFINS should adhere to the NABFINS Head Office working hours.
In the event of pending work or issue resolution, the engineer is expected to extend working
hours as required, or an additional resource should be assigned to ensure the activity is
completed within the agreed timeline.
vi. Track problems from initial call to restore to service.
i  Troubleshoot any query processing, online processing, or batch processing activity at
various levels in the proposed solution
ii  Resolve the call within stipulated timeframe as defined in SLA by coordinating with the L1
or L3 teams if required
iii  Escalate unresolved calls as per escalation matrix
iv  Automatically log in calls during escalation
v Provide the timeframe for providing a resolution of the escalated calls
vi Decide on preventive maintenance schedule with NABFINS
vii Prepare a root cause analysis document with the resolutions provided for major issues such
as: Production issues, Problems resulting in complete service disruptions or downtime,
Delayed response times, Data /table corruptions, System Performance issues (high
utilization levels), etc.
viii Support and maintain all interfaces to the proposed solution and other solutions part of this
scope document
iXx Modifications to existing rules, scripts, alerts, reports
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X  Present to NABFINS management on critical issues reported, resolved, solution provided
and suggested recommendations or leading practices as and when asked by NABFINS or
monthly, whichever is earlier

xi  Perform performance tuning of the applications including database tuning

xii Rectify any corruption in the software

xiii Ensure patch releases are deployed to the production environment with no business
disruption or business loss

Xiv. Support BCP/DR drills

Xv  Provide application support

xvi Routing the transactions through the backup system in case the primary system fails

xvii Support for integrating any applications that need to be interfaced with the proposed
solution in the future

xviiiThe engineers are expected to provide following services: Configuration changes, version
up-gradations, performance monitoring, trouble shooting, patch installation, running of
batch processes, database tuning, and liaison with respective product owner/OEMs and/or
CSP for various support issues, taking periodic backup of the database, query generation,
etc.

xiX The Engineer's responsibilities are not limited to SIEM support. The L2 Support Engineer
shall also assist the NABFINS CISO Cell team and the IT Department in resolving identified
issues, applying patch updates, preparing reports, consolidating log summaries, providing
technical support related to IT and information security, and creating reports and summary
documents as required by NABFINS.

Bidder is also expected to offer any other service that is required for the above purposes and is not
mentioned in the list.

Interfaces & Integration

The interfaces required for the proposed solution needs to be sized, designed, developed, installed,
implemented, and maintained by the bidder, during the entire contract duration to fully meet the
functional, technical, integration and interfacing requirements as mentioned in the RFP.

NABFINS during the contract period may implement/augment/replace existing/new solutions. Itis
the responsibility of the bidder to integrate the same.

Bidder will be required to integrate the proposed solution with the Core MFI solution, Govt. solutions,
and Regulatory & compliance solution.

Any 3rd Party applications/Tech shall be duly tested by the bidder, report of the same is to be
submitted to NABFINS by bidder before providing the same to NABFINS.

Other In-Scope Services

a. Additional software/tools

i. Business process re-engineering
a. The bidder will be required to build capabilities, make structured changes in
(product, process and operating model) designing, guiding and ensuring end to end
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implementation of all their recommendations given to improve the aspects required
for NABFINS transformation.

b. Some of the key activities (but not limited to) to be undertaken by bidder along with
NABFINS/NABFINS appointed agency for Business process re-engineering, subject to
the approval by NABFINS:

= Detailed assessment of current processes and capabilities of NABFINS’
highlighting potential business benefit from digitization, ease of
implementation and complexity of the products.

= Defining dependencies with business verticals and defining the roles and
responsibilities of each business vertical involved in the process.

» Define the new processes ensuring competitive TAT (Turn Around Time) and
FTR (First Time Right)

b. Exit Plan Management

a. The scope of work mentioned is illustrative and not exhaustive. The bidder needs to comply
with NABFINS requirements and any statutory or regulatory guideline(s).

b. Bidder to provide Termination/Expiration Assistance regardless of the reason for
termination or expiration.

c. Bidder to comply/adhere to the Exit Plan

d. Before end of contract/ termination/ exit, the vendor must handover the entire data along
with the mapping documents.

e. After the end of the contract, it must be ensured by the Bidder that NABFINS data is wiped
off/ purged/ erased from their database.

f.  After the end of contract, NABFINS has right to conduct an Independent audit (through an
external agency) for testing effectiveness of secure data removal to be done, such that data
is rendered permanently inaccessible (Including any backup or distributed online media).

g. Bidder will not make any changes to the Services under the Agreement and continue to
provide all Services to comply with the defined Service Levels.

h. Bidder to perform reverse transition of services to NABFINS’s new vendor or NABFINS'’s
officials.

i. Bidder shall within 30 days of notification from NABFINS, deliver to NABFINS a plan
specifying the Termination/Expiration Assistance including functions and services of Bidder
necessary to accomplish the transfer of responsibility of the Services from the Bidder to
NABFINS or a Third Party. In the event of Term Expiration or termination of this Agreement,
the plan shall at minimum contain Bidder’s detailed plan for Operational and Knowledge
Transfer requirements and list of documentation.

j- The Exit Plan shall be updated by the Bidder on an annual basis in accordance with NABFINS
requirements and delivered to NABFINS for its approval on or before the start of each
Contract Year.

k. Knowledge Transfer and Handover of Services

. Bidder to provide transfer of knowledge with respect to the services

m. Provide NABFINS'’s personnel or designated third party personnel training for the Services
that are to be transferred.
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n. Bidder shall train NABFINS designated personnel and/or its designee(s) for any process or
associated Equipment’s’, Materials, Systems or tools used in connection to the Services

0. Provide NABFINS and/or its designee(s) information regarding Services (as necessary) for
implementation of the Exit Plan. Bidder to also provide information regarding Services as
reasonably necessary to NABFINS or its designee(s) to take responsibility for continued
performance of Services in an orderly manner so as to minimize disruption in operations.

p. Provide NABFINS or its designee(s) a complete copy of NABFINS'’s IP that are in Bidder's
possession and Bidder’s IP that NABFINS is licensed or otherwise authorized to use.

g. Explain the change management process, problem management process, Policies and
Procedure Manual, reports and other standards and procedures to NABFINS or its
designated staff.

r. Provide technical documentation for Software used by the Bidder for continued Services

s. Identify, record and provide release levels of Software and update of records of release levels
prior to and/or during transition of Services

t. Provide assistance to NABFINS or its designated officials for notifying the third-party
vendors for procedures to be followed during the transition of Services.

u. Ensure transfer of Configuration Management Database (CMDB) that contains details of data
elements that are used for management of Services. The CMDB must be in a form that can be
migrated to a new environment that can manage Configured Items.

v. Bidder shall provide other technical and process-related assistance, as requested by
NABFINS.

w. During the Reverse Transition period, the successful bidder will be paid as per the support
charges agreed in this contract, during the transition period till the completion of reverse
transition. The transition out phase and the support required from the Successful bidder
shall be communicated to the Successful Bidder before the transition starts. NABFINS shall
reserve the right to revise the transition period. During the Transition Period, the successful
bidder shall at least, but not limited to, provide support in terms of transition of assets and
data, training and knowledge transfer and any other type of support during the defined
transition period.

X. Bidder is required to provide the data dictionaries and data in the requested format to
NABFINS/NABFINS identified vendors.

c. Security Management
i.  Userid and login should determine level of access to data e.g. read /view data, print data,
write/modify data, delete data etc.

ii.  The Solution should be enabled with multi-factor authentication for access and
performing the obligations.

iii. = The Security of the bidder’s (including bidder’s OEM, sub-contractor etc.) appointed
devices and infrastructure for accessing the NABFINS infrastructure (existing as well
newly provisioned). Logs of personnel accessing the NABFINS infrastructure should be
captured and modification of the same should not be allowed.

iv.  The Solution should be implemented to identify all remote-access devices attached/
connected to the NABFINs systems (existing as well as newly provisioned). Access should
be granted based on the role and approved requirements.
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v.  The solution should support the following security features:

e Username and password for accessing the applications and database

e MFA (Multi-factor authentication) for all privileged/admin/super-admin users

e Access credentials should not be stored on the endpoints

e Auto blocking/locking of applications access upon reaching maximum number of
tries. The maximum number of incorrect tries shall be as defined by NABFINS

vi.  Termination of session and log off after lapse of configurable time period.
vii.  The solution should support of the following transaction level security:

e End-to-End encryption of data transmission (symmetric or asymmetric) for both
data-at-rest and data-in-transit

e The solution should support multiple authentications based on NABFINS's
preferences

viii.  The solution should support the following platform security & reliability:

e Data stored is encrypted in the platform database.

e Audit trails and logging features must be available in Web Server, application server
and database server

e Ability to assign specific rights to platform administrators for secure and restricted
access

e Solution should have the ability to support external certifying authority

e Solution should have secure interfaces to various hosts systems according to
prevailing security standards

e Application access credentials should not be stored locally.

e Solution should support standard algorithms like AES

e Solution should have a minimum encryption strength of 256 bit for end-to-end
transaction (Standard encryption algorithms like 3DES, AES, PKI scheme, with
minimum encryption strength of 256 bit)

o The predefined pages of the web portal should handle web application security
threats like Cross-site scripting, SQL injection flaws, Malicious file execution,
Information leakage, Improper error handling, Broken authentication and session
management, Insecure Cryptographic storage, Failure to restrict URL access.

e OWASP Top 10 Compliant

e Password must be hashed by SHA256 atleast and include Salt or using salt supported
cryptography.

o All the sensitive data (e.g. passwords), including their backups, to be stored in an
encoded or encrypted form in order to not be readable in case of exploitation or other
application corruption.

e Sensitive Data Exposure:

= Sensitive data should be masked when output.

= Sensitive data should not be stored in source code, config files and logs.

= Passwords are hashed using Salt.
e Configurable approval rules setup for NABFINS administrator to perform the actions
e Regulatory & Statutory
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= The solution should comply with the security principles and practices as
stipulated by Statutory and regulatory authorities in India
e Application
= OS Security check up. Application should have capability to detect if the
application is running on a jail-broken / rooted / malware infected device. If
detected, it must prevent hackers from accessing the application.
= Blacklisting/Blocking of older versions of the Application on the back end, if
there is a security breach.
e Transaction Logs
*  Should maintain detailed transaction logs to enable processing audit trails to
be reconstructed in the event of any disputes or errors.
» The storage and retention period of logs should be parameterized.
= Security safeguards should also be implemented to protect the information
from unauthorized modification or destruction.
= System should facilitate maintaining logs.
= Provision to generate detailed reports, logs, audit trails.

d. DR Setup

i.  Bidder must ensure that DR setup is ready on the date of Go Live of the solution.
ii. DR should be 100% replica of the production setup.
iii.  Bidder should carry out the deployment of the application in DC and DR, and DR Should
be as per regulatory guideline.
iv.  DCto DR or DR to DC switchover must be completed within the defined RTO and RPO as
mentioned in the NABFINS IT policy.

e. Data backup

Bidder is required to make a provision for NABFINS to download full Data backup on a daily basis
as per NABFINS requirement. The backup file should be accessible to NABFINS and NABFINS IT
Team should be able to restore the data backup, as and when required.

Training

a. Bidder will be required to provide Technical, Functional, Operational, User and system level
training to NABFINS staff at NABFINS premises in-person / through WebEx/MS Teams, etc. as
required by the NABFINS during the contract period,

b. Bidder will be responsible for training NABFINS’s designated officials in the areas of
implementation, operations, management, error handling, system administration, etc. The
Training should at least cover the following areas:

e Functionality available in the solution

e Techniques of generating various MIS/EIS reports from the solution provided
e Developing new audit reports/tools using the proposed solution

e System and Application administration at branches

e Log analysis and monitoring.
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It is the responsibility of the bidder to conduct the training as per the requirement detailed below
and as per the training details mentioned Appendix 2: Commercial Bill of Material
d. Bidder is required to provide the following:
e Atthe end of each training session, an evaluation test needs to be conducted to ascertain the
effectiveness of the training.
e Training deliverables shall be:
o Training Material (in English) in pdf and video formats
o User Manuals including customizations specifically done for NABFINS.
e. Onreceipt of each deliverable, NABFINS will review each deliverable within agreed time frame. It
is also the responsibility of NABFINS to identify and ensure attendance of appropriate personnel.

6.2. Project Timelines

The Selected Bidder shall be responsible for overall implementation and rollout of solution required
under this RFP and must agree to the time duration specified. If the bidder fails to do so within
the stipulated time schedule or by the date extended by NABFINS, it will be a breach of contract.
In such case, NABFINS would be entitled to charge a penalty as specified in this RFP.

The time period required for the completion of the SIEM Solution Implementation activities (30
Days) is mentioned below:

1. Project Initiation, Detailed Project Plan Submission and TO TO+ 10 days
sign off
2. | SRS Signoff T0+7 days T0+10 days
Current System Study, Gap Analysis, Detailed
Requirement Gathering, SRS, design documents etc. and
approval from NABFINS
3. Customization /Reports / Development T0+10 days T0+15 days
4. Interfacing with all Applications and SIT T0+10 days T0+15 days
5. VAPT (Solution) & IS Audit (Solution and Infra) T0+10 days T0+15 days
6. Setup of DC and DR environment including application TO0+10 days T0+20 days
setup
7. Go Live Readiness / migration and testing sign off TO0+10 days T0+10 days
(Application/  Customization/Interface/ Add on
module/Setup/VAPT/IS Audit) and MIS Establishment
8. Go Live, Knowledge Sharing to NABFINS's T0+20 days T0+30 days

* TO refers to the date of execution of the Contract or 15 days from the date of issuance of PO,
whichever is earlier.

The task and sub-task (Milestone and Sub-milestone) shall be discussed and agreed with the
successful bidder keeping in view the overall Go-live dates, that is sacrosanct and should be met
without fail.
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7 Payment Terms

The terms of the contract will be as defined in Section 8, 9 and 10. The Bidder must accept the
payment terms proposed by NABFINS as proposed in this section.

The scope of work is divided in different areas and the payment would be linked to delivery and
acceptance. All/any payments will be made subject to LD / penalty / compliance of Service Levels
defined in the RFP document.

Procedure for claiming payments:

The Bidder’s requests for payment shall be made to NABFINS in writing accompanied by an Original
Invoice detailing the systems, software delivered, installed, and accepted by NABFINS.

The invoices and other documents are to be duly authenticated by Bidder.

The payment after deducting applicable TDS will be released by NABFINS. All payments will be made
only by electronic transfer of funds either by NEFT or RTGS. The Bidder therefore has to furnish the
account number to NABFINS, where the funds have to be transferred to effect payments.

Payments as per the schedule given below will be released only on acceptance of the order and on
signing the agreement/contract by the selected bidder provided in the RFP.

**For all the proposed solutions, Bidder is required to factor in, appropriate cost of installation and
implementation. Bidder to ensure application support is available for all components of the solutions.
This activity is a part of Implementation, and no additional cost shall be paid by NABFINS over and
above the price quoted by the Bidder in the Bill of Material.

Note: Successful Completion refers to the sign off from NABFINS

NABFINS shall pay each undisputed invoice raised in accordance with this RFP and subsequent
agreement, within thirty (30) Days after its receipt unless otherwise mutually agreed in writing,
provided that such invoice is dated after such amount have become due and payable under this RFP
and subsequent agreement.

Any objection / dispute to the amounts invoiced in the bill or any other component of the bill shall
be raised by NABFINS within 15 days of the date of receipt of the invoice. Only in exceptional
circumstances will NABFINS raise a dispute beyond 15 days. The Bidder is required to provide
clarification on the disputes within 15 days of the dispute being highlighted by NABFINS. In case of
Disagreement/dispute between NABFINS and the bidder exists even after receiving the clarifications
such disputed can be dealt as per contract provisions.

Upon settlement of disputes with respect to any disputed invoice(s), NABFINS will make payment
within thirty (30) Days of the settlement of such disputes.

All out of pocket expenses, traveling, boarding and lodging expenses for the entire Term of this RFP
and subsequent agreement is included in the amounts and the Bidder shall not be entitled to charge
any additional costs on account of any items or services or by way of any out-of-pocket expenses,
including travel, boarding and lodging etc.
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The price would be inclusive of all applicable taxes under the Indian law like customs duty, freight,
forwarding, insurance, delivery, etc. but exclusive of only applicable GST, which shall be paid /
reimbursed on actual basis on production of bills with GSTIN. Any increase in GST will be paid in
actuals by NABFINS or any new tax introduced by the government will also be paid by NABFINS. The
entire benefits / advantages, arising out of fall in prices, taxes, duties or any other reason, must be
passed on to NABFINS. The price quoted by the bidder should not change due to exchange rate
fluctuations, inflation, market conditions, increase in custom duty. NABFINS will not pay any out-of-
pocket expense.

Payment schedule

60% - On delivery of
licenses and Successful
installation/Integration
of NABFINS Head Office
Assets.

License/Subscription Cost * (Should

include the cloud infrastructure cost) = 40% - On Successful Go-
Live Signoff

1. SIEM Solution

System Requirement study (SRS) 50%
documents including, but not limited
to, the Business requirement,
technical requirement, architecture
Solution  Implementation requirement, data flow, data security,
Cost integration etc. Signoff by NABFINS
(Solution Implementation cost

including the cost of all pocyments are to be submitted only

development, integrations, gt discussion and post incorporation
2. parameterization, of NABFINS requirement (in FULL).
customization, updates,  pelivery shall be considered only of the

upgrades, training NABFINS &  gocument  version
their  appointed  agents/ NABFINS.

officials and other scope A [ptegration signoff by NABFINS 25%
requirements)

approved by

Successful Go-live of the proposed 25%
applications, Stabilization of
application meeting the SLAs defined

(three months post Go-Live).
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Payment shall be made Monthly in Monthly in Arrears
arrears
Penalties & LDs shall be duly adjusted
3 Operations & Maintenance from the payment.

(0O&M) Cost Failure to submit the SLA report by
bidder should provide the discretion to
hold the O&M Payment for that
month/quarter  till the valid
Jjustification for the delay is provided.

*Payment of License cost will be on pro-rata basis

8 Terms and Conditions

The following are the general terms and conditions proposed to be included in the Contract. NABFINS
reserves the right to add, delete, modify, or alter all or any of these terms and conditions in any
manner, as deemed necessary before signing the final agreement. The bidder, selected for the project,
will have to enter into a contract agreement directly with NABFINS.

The contract agreement will contain various terms and conditions relating to payment, delivery,
installation and operationalization, training, commissioning and acceptance, support during periods
of warranty and maintenance, penalty due to delay in performance etc. All the diagrams, drawings,
specifications and other related literature and information, provided by the bidder for the solution
and agreed to by NABFINS, will also form part of the agreement.

The bidder at his own expense will register the contract agreement by paying the appropriate stamp
duty. The first page of the contract agreement shall be on a stamp paper of appropriate value as
decided and communicated by NABFINS.

The original bill/invoice for the services rendered must be furnished along with the prices thereof,
as per the terms and conditions contained in this document.

Payment shall be made on the actual procurement. The Successful Bidder and the team shall abide
by the ISMS framework (ISO 27001:2013 or above) and PCI:DSS of NABFINS which includes Incident
Management, Change Management, Capacity Management, Configuration Management etc. Bidder
shall be liable for not meeting the security standards or desired cyber aspects of all the Information
Communications and Technology (ICT) resources.

8.1 Application

For the purpose of the Purchase Agreement as well as for the purpose of the Tender Document, the
purchaser is:

The Managing Director,
NABFINS Limited,
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3072, 14th cross, KR Road,
Banashankari 2nd Stage
Bengaluru, Karnataka 560070

8.2 Governing Language

All correspondences and other documents pertaining to the contract shall be in English.
8.3 Applicable Law

The Contract shall be governed and interpreted in accordance with laws in India.
8.4 Notice

Any notice given by one party to the other pursuant to the contract shall be sent to the other party
(per the address mentioned in the contract) in writing either by hand delivery or by registered post
or by courier and shall be deemed to be complete only on obtaining acknowledgment thereof; or by
telegram or by telex or by facsimile or by other electronic media and in which case, the notice will be
complete only on confirmation of receipt by the receiver.

A notice shall be effective when delivered or on the notice’s effective date, whichever is later.
8.5 Right to Alter Requirements

The bidder agrees that NABFINS has +/-10% limit on the additions or deletions on the items for the
period of the contract. Further the bidder agrees that the prices quoted by the bidder would be
adjusted on pro-rata basis with such additions or deletions in quantities.

8.6 Contract Agreements

Any change made in any clause of the contract which shall modify the purview of the contract within
the validity and currency of the contract shall be deemed as an amendment. Such an amendment can
and will be made and be deemed legal only when the parties to the contract provide their written
consent about the amendment, subsequent to which the amendment is duly signed by the parties and
shall be construed as part of the contract. The details of the procedure for amendment shall be as
specified in the contract.

8.7 Use of Contract Documents and Execution

The bidder shall not, without NABFINS’s prior written consent, disclose the Contract or any provision
thereof, or any specification or information furnished by or on behalf of NABFINS in connection
therewith, to any person other than a person employed by the bidder in the performance of the
Contract. Disclosure to any such employed person shall be made in confidence against non-disclosure
agreements completed prior to disclosure and disclosure shall extend only so far as may be necessary
for the purposes of such performance.

Any document, other than the Contract itself, shall remain the property of NABFINS and all copies
thereof shall be returned to NABFINS on termination of the Contract.

The bidder shall not, without NABFINS’s prior written consent, make use of any document or
information above except for the purposes of performing the Contract.
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8.8 Indemnity

The bidder shall, at its own cost and expenses, defend and indemnify NABFINS against all third-party
claims (subject to notice in writing within 30 days of receipt of claim) arising out of the infringement
of Intellectual Property Rights, including patent, trademark, copyright, cyber-security and
Information security breaches arising from the performance of the contract that is directly
attributable to the bidder in concurrence with the Vendor’s Liability.

The bidder, subject to being notified within 30 days of such claims and shall have full rights to defend
itself and NABFINS therefrom. Subject to the above, if NABFINS is required to pay compensation to a
third-party resulting from such infringement, the Bidder shall reimburse NABFINS for such expenses
including legal fees, as awarded by the Court. The reimbursement to NABFINS should happen within
a period of 30 days from the date the court awarding the damages.

8.9 Cancellation of Contract & Compensation

In case of default, NABFINS will provide a cure period of 30 days and thereafter providing a 90 days’
notice period, reserves the right to terminate the order/ contract fully or partly of the selected bidder
and recover expenditure incurred by NABFINS on the following circumstances:

1. The selected bidder commits a material breach of any of the terms and conditions of the contract.

2. The bidder goes into liquidation voluntarily or otherwise.

3. An attachment is levied or continues to be levied for 7 days upon effects of the bid.

4. Termination of progress regarding the execution of contract by the bidder is not as per SLA,
Timelines, scope and terms of the RFP or if any material breach of contract.

5. Deduction on account of liquidated damages and/or service level penalties exceeds 10% of the
total contract price.

Additionally, if the selected bidder does not perform as per the SLA, terms, conditions and timelines
as mentioned in RFP or delays execution of the contract, NABFINS reserves the right to get the
balance contract executed by another party of its choice. In this event, the selected bidder is bound
to make good the additional expenditure, which NABFINS incurs to carry out the bidding process and
if any escalation of biding price for the execution of the balance of the contract to be borne by Bidder.
However, this cost is capped to 5% of the contract value. This clause is applicable if for any reason
the contract is cancelled fully or partly.

8.10 Earnest Money Deposit

The bidder shall also be required to submit Earnest Money of the amount as mentioned in Section
2: Key Information by way of remittance to NABFINS’ Account (Account details are given below).
The UTR No for this transaction must be indicated in the Bid Document.

NABFINS LIMITED Bank details

e Account No: 32635856611
e IFSC Code: SBIN0003286
e Branch: SBI Jayanagar II Block branch
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The EMD security may be forfeited:

(a) Ifa Bidder withdraws its bids during the period of Bid validity

(b) If a Bidder makes any statement or encloses any form which turns out to be false/incorrect
at any time prior to signing of the contract

(c) fails or refuses to perform, in accordance with the Terms and Conditions of the RFP or
Contract.

(d) fails or refuses to furnish the Performance Security, in accordance with the Terms and
Conditions of the RFP or Contract.

(e) In case of successful Bidder, if the Bidder fails to Sign the contract

(F) In case of any breach of the pre-contract integrity pact.

The selected successful bidder shall be required to enter into an agreement within 15 days from the
date of award of the contract. The Earnest Money Deposit shall be refunded on signing of the
agreement. No interest shall be payable by the company on the Earnest Money Deposit. The EMD of
unsuccessful bidders will be returned without any interest whatsoever within 30 days of awarding
of the

8.11 Resolution of Disputes

If a dispute, controversy or claim arises out of or relates to the contract, or breach, termination or
invalidity thereof, and if such dispute, controversy or claim cannot be settled and resolved by the
Parties through discussion and negotiation within 30 days, then the Parties shall refer such dispute
to arbitration. Both Parties may agree upon a single arbitrator, or each Party shall appoint one
arbitrator and the two appointed arbitrators shall thereupon appoint a third arbitrator. The
arbitration shall be conducted in English and a written order shall be prepared. The venue of the
arbitration shall be Bengaluru. The arbitration shall be held in accordance with the Arbitration and
Conciliation Act, 1996. The decision of the arbitrator shall be final and binding upon the Parties,
provided that each Party shall always be entitled to obtain equitable, injunctive or similar relief from
any court having jurisdiction in order to protect its intellectual property and confidential
information.

8.12 Liquidated Damages

NABFINS will consider the inability of the bidder to deliver the software, hardware, services, install
the equipment(s) or implement the solution(s) within the specified time limit as a breach of contract
and would entail the payment of Liquidated Damages on the part of the bidder. The liquidated
damages represent an estimate of the loss or damage that NABFINS may have suffered due to delay
in performance of the obligations (relating to delivery, installation, operationalization,
implementation, training, acceptance, warranty, maintenance etc. of the proposed solution/services)
by the bidder.

Installation & Implementation will be treated as incomplete in one / all the following situations:
1. Non-delivery of any component or other services mentioned in the order

2. Non-delivery of supporting documentation

3. Delivery / availability, but no installation of the components and/or software
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4. No integration/implementation as per the requirement
5. Non-Completion of Transition within suggested timeline
6. System operational, but not as per SLA, Timelines and scope of the RFP

8.12.1 In terms of Delivery of components (Software and hardware), NABFINS may at its option
demand and recover from the Successful Bidder(s) an amount equivalent to 1% of the
undelivered portion of contract value for every week of delay or part thereof for one month
beyond the stipulated timelines, subject to a maximum of 10% of the overall contract value.

8.12.2 Similarly, for delay in Services, subject to a maximum of 10% of the overall contract value,
NABFINS may at its discretion, demand and recover from the Vendor(s) an amount equivalent
to 1 (one) percent of the incomplete portion of services for every week of delay or part thereof
for one month beyond the stipulated timelines.

8.12.3 Delay of more than a month in implementation, services, & delivery shall be treated as
significant delay and NABFINS may at its discretion, demand and recover from the vendor(s)
an amount equivalent to 2 (two) percent of the undelivered portion of the contract
value/incomplete portion of services for every week of delay or part thereof after one month.

8.12.4 Once the maximum, i.e,, 10% of the Total cost of ownership, is reached, NABFINS may
consider termination of the contract.

8.12.5 NABFINS also reserves the right to cancel the order (as per Section 8.9: Cancellation of
Contract & Compensation) in case of delay beyond the specified period or extension granted
by NABFINS in the delivery/ installation of the equipment/implementation of the
solution/execution of the services.

8.13 Force Majeure

No Party shall be liable for any default or delay in the performance of its obligations under this
Agreement, if and to the extent the default or delay is caused, directly or indirectly, by Force Majeure
and provided that the non-performing Party could not have been prevented such default or delay.
The affected Party shall provide notice of non-performance due to Force Majeure to the other Party
within 21 days after the start of such non-performance (or, if providing notice within such time frame
is not commercially practicable due to Force Majeure, then as soon as possible thereafter) and such
non-performance will be excused for the period such Force Majeure Event causes such non-
performance; provided that if NABFINS determines it is commercially or technically infeasible to cure
the Force Majeure and so notifies the bidder , then NABFINS may terminate this Agreement effective
immediately upon delivery of notice of termination to the bidder.

8.14 Audits

The Bidder/OEM shall conduct all applicable security and compliance assessments, including but not
limited to Information Security (IS) Audits, Vulnerability Assessment and Penetration Testing
(VAPT), Source Code Reviews, and any other audits required from a security, compliance, or
regulatory perspective, in accordance with the applicable Government of India regulations, NABFINS
requirements, and other relevant statutory and regulatory guidelines.

The Bidder/OEM shall submit all required audit reports, compliance certificates, and other relevant
documentation to NABFINS as and when requested by the NABFINS team.
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In addition to the audits conducted by the Bidder/OEM, NABFINS reserves the right to appoint and
conduct independent third-party inspections or audits at any stage of the project. The cost of
engaging such third-party auditors shall be borne by NABFINS. The Bidder shall provide full
cooperation during these audits and shall implement all corrective actions and recommendations
arising from the audit findings within mutually agreed timelines. The Bidder shall ensure that all
audit observations are satisfactorily addressed and formally closed.

The Successful Bidder shall provide NABFINS, its authorized personnel, internal and external
auditors, regulators, and other statutory authorities with unrestricted access to all records, systems,
operations, documentation, and information directly related to the services being provided, for the
purpose of inspection, audit, verification, and regulatory compliance.

The Successful Bidder shall also acknowledge and facilitate the right of regulatory and statutory
authorities to conduct inspections or audits of the Bidder's operations, books of accounts, records,
systems, and service delivery processes relevant to the services provided to NABFINS. NABFINS shall
provide the Bidder with at least one week's prior written notice before conducting such audits,
wherever reasonably practicable, to enable the Bidder to manage any potential conflicts of interest
or operational constraints.

8.15 Prices

The prices shall be quoted in Indian Rupees (INR) only up to 2 decimal places and shall not have any
effect from variations / fluctuations of any other currency.

The price charged by the bidder for the services performed to fulfil the scope of this RFP shall not
vary from the contracted prices and shall remain valid for the contract period.

No adjustment of the contract price shall be made on account of variation of costs of labour and
materials or any other cost component affecting the total cost in fulfilling the obligations under the
contract. The Contract price shall be the only payment, payable by the Purchaser to the bidder for
completion of the contractual obligations by the bidder under the Contract, subject to the terms of
payment specified in the Contract.

The prices, once offered, will remain firm and will not be subject to escalation for any reason within
the period of validity.

The price would be inclusive of all applicable taxes under the Indian law like customs duty, freight,
forwarding, insurance, delivery, etc. but exclusive of only applicable GST, which shall be paid /
reimbursed on actual basis on production of bills with GSTIN. Any increase in GST will be paid in
actuals by NABFINS or any new tax introduced by the government will also be paid by NABFINS. The
entire benefits / advantages, arising out of fall in prices, taxes, duties or any other reason, must be
passed on to NABFINS. The price quoted by the bidder should not change due to exchange rate
fluctuations, inflation, market conditions, increase in custom duty. NABFINS will not pay any out-of-
pocket expense.
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8.16 Professional Fees/ Charges

If any of the items / activities as mentioned in the price bid and as mentioned in Appendix 2:
Commercial bill of material are not taken up by NABFINS during the course of this assignment,
NABFINS will not be liable to pay the professional fees / charges quoted by the bidder in the Price
Bid against such activity / item. NABFINS shall pay the professional fees/ charges, only on actual
basis, for which services have been availed in the contract period.

8.17 Non-negotiability on RFP

NABFINS is not responsible for any assumptions or judgments made by the bidders for arriving at
any type of sizing or costing. NABFINS always will benchmark the performance of the bidder to the
RFP documents circulated to the bidders and the expected service levels as mentioned in these
documents. In the event of any deviations from the requirements of these documents, the Bidder
must make the same available at no extra costs to NABFINS, to achieve the desired service levels as
well as meet the requirements of these documents.

All terms and conditions, payments schedules, time frame for implementation, and expected service
levels as per this tender will remain unchanged unless explicitly communicated by NABFINS in
writing to the bidder.

The bidders shall adhere to the terms of this RFP and shall not deviate from the same.

8.18 Assignment

Neither the contract nor any rights granted under the contract may be sold, leased, assigned, or
otherwise transferred, in whole or in part, by the bidder, and any such attempted sale, lease,
assignment or otherwise transfer shall be void and of no effect without the advance written consent
of NABFINS. However, in case of merger / acquisition / corporate restructuring, the resultant Entity
expressly assuming all rights and liabilities under this contract, supported by board resolution, will
be accepted by NABFINS.

8.19 Subcontracting

The bidder shall not subcontract or permit anyone other than its personnel to perform any of the
work, service or other performance required of the bidder under the contract without the prior
written consent of NABFINS unless explicitly asked in the RFP (as mentioned in Section 6
Responsibility Matrix)

However, the bidder must note that the subcontracted personnel including OEM, CSP and any other
3rd party personnel shall have the same qualification / skill set as asked for bidder’s team deployment
in the RFP / subsequent corrigendum document - these will be confirmed through the documentary
evidence submitted by the bidder to NABFINS. Compliance to Scope, SLA and terms of the RFP will
be the bidder’s responsibility. Bidder is contractually liable for the performance and risk
management practices of its sub-contractors including OEM resources, CSP personnel and other 3rd
party personnel.

8.20 Minimum Wage Indemnity

The bidder shall, at his own expense, defend and indemnify NABFINS against any Losses in respect
of any damages or compensation payable in relation to any non-compliance with Applicable Law
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including (i) non-payment of wages, salaries, remuneration, compensation or the like and (ii) any
Losses arising out of or in relation to any accident or injury sustained or suffered by the bidder’s
workmen, contractors, subcontractors, bidders, agent(s), employed/ engaged otherwise working for
the bidder or by any other third party resulting from or by any action, omission, or operation
conducted by or on behalf of the bidder.

8.21 Vendor’s Liability

i.  Notwithstanding anything contained in this RFP, the Vendor’s aggregate liability in
connection with obligations undertaken as a part of the project regardless of the form or
nature of the action giving rise to such liability (whether in contract, tort or otherwise) shall
be at actuals and limited to the overall contract value.

ii.  The vendor’s liability in case of claims against NABFINS resulting from wilful misconduct of
the Vendor, its employees and subcontractors, gross negligence, or from infringement of
patents, trademarks, copyrights or such other Intellectual property rights or breach of
confidentiality (excluding liability for personal sensitive data), shall be unlimited.

iii. In no event shall either party be liable to the other for any indirect, incidental or
consequential damages or liability, loss of profits or goodwill, revenue, and anticipated
savings. Gross Negligence means serious disregard which involves an indifference to, and a
blatant violation of a legal duty with respect to the rights of others, being a conscious and
voluntary disregard of the need to use reasonable care, which is likely to cause foreseeable
grave injury or harm to persons, property, or both.

iv.  Wilful Misconduct means where a party intentionally causes actual harm upon the other
party and does not involve error or mistake in any form.

8.22 Contract Period

The contract period will commence from the date of execution of the contract or 15 days from the
issuance of PO, whichever is earlier.
Bidder is required to ensure that contract is executed within 15 days of issuance of PO.

NABFINS will enter into a contract with the selected bidder for 3 years, initially for the period that
shall comprise of Implementation period 30 Days (as mentioned in section 6.2 Project Timelines) and
Support period* further extendable for 2 years on annual renewal basis.

The average of percentage rate applied by the bidder to arrive at license cost, mentioned in
commercial bid, for support period respectively will be applicable to avail renewed services by the
NABFINS in subsequent years after the contract period (Extended period) for the implemented
solution.

The average of percentage growth, subject to maximum 10%, applied by the bidder to arrive at 0&M
cost for respective resource category mentioned in commercial bid for support period will be
applicable to avail renewed services by the NABFINS in subsequent years after the contract period
(Extended period) for the implemented solution.
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The rest of the terms and conditions will remain same for the extended period.

*The support period shall be for the period of 36 months from the date of Go-live of solution.
8.23 Publicity

Any publicity by the bidder in which the name of NABFINS is to be used should be done only with the
explicit written permission of NABFINS and vice versa.

8.24 Privacy of Security Safeguards

The Successful Bidder shall not publish or disclose in any manner, without NABFINS'’s prior written
consent, the details of any security safeguards designed, developed, or implemented by the Successful
Bidder under this contract or existing at any NABFINS location. The Successful Bidder shall develop
procedures and implementation plans to ensure that IT resources leaving the control of the assigned
user (such as being reassigned, removed for repair, replaced, or upgraded) are cleared of all NABFINS
data and sensitive application software. The Successful Bidder shall also ensure that all its employees
and associated staff who are involved in providing such security safeguards or part of it shall not
publish or disclose in any manner, without NABFINS’s prior written consent, the details of any
security safeguards designed, developed, or implemented by the Successful Bidder under this
contract.

8.25 Confidentiality

All confidential information (from either party) is deemed as confidential within 15 days of
disclosure by the disclosing party. These confidentiality restrictions shall be for the term of the
resultant contract and for a period of two years thereafter. This restriction does not limit the right to
use information for any other purpose other than requirement for meeting the scope of the RFP.

The bidder will be exposed, by virtue of the contracted activities, to the internal business information
of NABFINS, affiliates, and/or business partners. Disclosures of receipt of this RFP or any part of the
aforementioned information to Parties not directly involved in providing the Services requested
could result in the disqualification of the bidder, premature termination of the Contract, or legal
action against the bidder for breach of trust.

In case the selected bidder is extending similar services to multiple customers, bidder shall take care
to build strong safeguards so that there is no co-mingling of information, documents, records and
assets related to Services within the ambit of this RFP and subsequent purchase order.

The bidder shall not, without the written consent of NABFINS, disclose the Contract or any provision
thereof, any specification, or information furnished by or on behalf of the NABFINS in connection

therewith, to any person(s).

Confidential Information shall not be used, reproduced or derived any benefit out of in any form
except as required to accomplish the intent of this RFP. Any reproduction of any Confidential
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Information of NABFINS shall remain the property of NABFINS and shall contain any and all
confidential or proprietary notices or legends which appear on the original.
With respect to the Confidential Information of NABFINS, the bidder
(i) shall take all Reasonable Steps (defined below) to keep all Confidential Information
strictly confidential; and
(ii) shall not disclose any Confidential Information of the other to any person other than
individuals such as counsel, directors, officers, employees, agents and representatives
whose access is necessary to enable it to exercise its rights and/or perform its
obligations hereunder and who are under obligations of confidentiality substantially
similar to those set forth herein.
(iii)  As used herein “Reasonable Steps” means those steps the bidder takes to protect its
own similar proprietary and confidential information, which shall not be less than a
reasonable standard of care. If the bidder is compelled by Applicable Law or legal
process to disclose Confidential Information of NABFINS, it shall provide NABFINS
with prompt prior notice of such compelled disclosure (to the extent legally
permitted) and reasonable assistance, at NABFINS expense, if NABFINS wishes to
contest the disclosure
(iv)  The bidder shall not, without the prior written consent of the NABFINS, make use of
any document or information except for purposes of performing its obligations
hereunder.

The above restrictions on the use or disclosure of the Confidential Information shall not apply to any
Confidential Information that:

i. asevidenced in writing, is independently developed by the recipient without reference to the
discloser’s Confidential Information and without breaching confidentiality obligations, or is
lawfully received free of restriction from a third party having the right to furnish such
Confidential Information;

ii. is or has become generally available to the public without breach of this RFP by the recipient;

iii. as evidenced in writing, at the time of disclosure, was known to the recipient free of
restriction and was not unlawfully appropriated; or

iv. the discloser agrees in writing is free of such restrictions.

The selected bidder shall submit a non-disclosure agreement as per Annexure 11 on non-judicial
stamp paper of appropriate value.

The bidder shall not publish or disclose in any manner, without the NABFINS prior written consent,
the details of any security safeguards designed, developed or implemented by the bidder under the
Contract or existing at any NABFINS location.

The bidder shall develop procedures and implementation plans to ensure that IT resources leaving
the control of the NABFINS (removed for repair, replaced or upgraded) are cleared of all NABFINS
data and software.

The bidder shall also ensure that all subcontractors (if permitted in Contract) who are involved in
providing such security safeguards or part of it shall not publish or disclose in any manner, without
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the NABFINS’s prior written consent, the details of any security safeguards designed, developed or
implemented by the bidder under this RFP or the Contract or existing at any NABFINS location or any
other locations (as approved by NABFINS).

Upon request of NABFINS, the Bidder shall promptly ensure that their Affiliates, directors, officers,
agents, counsel, representatives and employees promptly:

(i) return all documents containing Confidential Information, and

(ii) destroy any copies of such documents, and any documents or other records (whether written or
electronic) other than Confidential Information that may have been stored electronically as part of
routine data back-ups which cannot be destroyed, to which these confidentiality obligations will
continue to apply, and which should be kept strictly confidential by taking Reasonable Steps.

8.26 Compelled Disclosure

If the Receiving Party is compelled by law, Judicial (Courts) or regulatory authority to disclose
Confidential Information of the Disclosing Party, it shall promptly notify the disclosing party, to the
extent permitted by law, to permit disclosing party to seek a protective order or take other
appropriate actions, and shall assist in such activities.

The receiving party shall disclose only that part of confidential information as is required by law to
be disclosed and the receiving party shall request that all confidential information disclosed is
accorded confidential treatment and protective care.

8.27 Adherence to Terms & Conditions

The bidders who wish to submit responses to this RFP should abide by all the terms and conditions
contained in the RFP. If the responses contain any extraneous conditions put in by the respondents,
such responses may be disqualified and may not be considered for the selection process.

8.28 Execution of Contract, SLA and NDA

The bidder and NABFINS should execute

(a) Contract, which would include all the service and terms and conditions of the services to be
extended as detailed herein and as may be prescribed by NABFINS and

(b) Non-disclosure Agreement.

The bidder should execute the contract, SLA, and NDA within 15 days from the issuance of the
purchase order.

8.29 Successful Bidder’s Personnel
The Successful Bidder will agree, acknowledge and covenant that:

1. The personnel to be employed by the successful Bidder for carrying out the Works have and will
continue to use all the skill, care and diligence reasonably to be expected of such suitably qualified
and experienced personnel having regard to the value, scale, character and quality of the Works;

2. The personnel employed shall have the necessary qualifications and skill sets as agreed to by
NABFINS;
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3. The Successful Bidder shall have necessary stand-by arrangements available in case of absence
of personnel for leave or any other reason;

4. In case of services of an existing employee of the Successful Bidder are withdrawn / terminated
by the Successful Bidder, sufficient notice must be given to NABFINS, and a replacement of
equivalent qualification should be deployed; and

NABFINS shall have the right to require the Successful Bidder to remove any of their personnel for
misconduct, inefficiency or any other reason specified by NABFINS

Other Terms & Conditions

1. Bidder (in case the bidder is not the OEM) is allowed to utilise the personnel of OEMs during the
implementation as well the support period of the project. It's bidder responsibility to backline
with the OEM(s) and CSP. The bidder will sign agreements with OEMs and CSP for any support
services required from them and shall be responsible for any SLA in this regard according to the
terms of agreement between NABFINS and the bidder.

2. The Bidder is prohibited from erasing, purging, revoking, altering or changing any data during
the transition period

3. NABFINS reserves the right to:

i. Rejectany and all responses received in response to the RFP
ii. Waive or change any formalities, irregularities, or inconsistencies in proposal format delivery

iii. Negotiate any aspect of the proposal with any bidder and negotiate with more than one
bidder at one time

iv. Extend the time for submission of all proposals
v. Selectthe mostresponsive bidder (in case no bidder satisfies the eligibility criteria in totality)

vi. Select the next most responsive bidder if negotiations with the bidder of choice fail to result
in an agreement within a specified time frame.

vii. Share the information / clarifications provided in response to the RFP by any bidder, with
any other bidder(s) / others, in any form.

viii.Cancel the RFP at any stage
ix. Interview the personnel being deployed on the project
x. Conduct site visits of bidders related to proposed solution and facilities.

xi. Take presentations on proposed solution of the bidders.
8.30 Substitute of Project Team Members

During the assignment, the substitution of key staff identified for the assignment will not be allowed
unless such substitution becomes unavoidable to overcome delay in implementation or is critical to
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meet the obligation. In such circumstances, the bidder can do so only with the concurrence of
NABFINS by providing other staff of the same level of qualifications and expertise.

8.31 Solicitation of Employees

Both the parties agree not to hire, solicit, or accept solicitation for their employees directly involved
in this contract during the period of the contract and six months thereafter, except as the parties may
agree on a case-by-case basis. The parties agree that, neither party will cause or permit any of its
directors or employees who have knowledge of the agreement to directly or indirectly solicit for
employment the key personnel working on the project contemplated in this proposal except with the
written consent of the other party. The above restriction would not apply to either party for hiring
such key personnel who

(i) initiate discussions regarding such employment without any direct or indirect solicitation by the
other party

(ii) respond to any public advertisement placed by either party or its affiliates in a publication of
general circulation or

(iii) has been terminated by a party prior to the commencement of employment discussions with the
other party.

8.32 Professionalism

The bidder should provide professional, objective and impartial advice at all times and hold
NABFINS'’s interest’s paramount. It should observe the highest standard of ethics while executing the
assignment.

8.33 Integrity Pact

Signing of the IP with NABFINS would be one of the preliminary qualifications for further evaluation.
In other words, entering into this pact would be one of the preliminary qualifications for this tender
and the pact shall be effective from the stage of invitation of bids till the complete execution of the
contract. Any vendor/bidder who fails to sign the document or refusing to sign shall be disqualified
in the bidding process.

The format of the Integrity Pact is enclosed in Annexure 15.
8.34 Adherence to Laws and Standards

The bidder should adhere to laws of land and rules, regulations and guidelines prescribed by various
regulatory, statutory and Government authorities which are applicable to respective business,
obligations and subject matters of the contract.

Bidder must ensure that the proposed products/services are compliant to all such applicable existing
regulatory guidelines of GOI / RBI and adheres to requirements of the IT Act 2000 (including
amendments in IT Act 2008), Digital Personal Data Protection Act 2023 and Payment and Settlement
Systems Act 2007 and amendments thereof as applicable.

NABFINS reserves the right to conduct an audit / ongoing audit of the services provided by the
bidder.
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8.35 Authorized Signatory

The selected bidder shall indicate the authorized signatories who can discuss and correspond with
NABFINS, with regard to the obligations under the contract.

Requisite power of attorney/ board resolution authorizing the signatories of the bid to
respond to this RFP must be submitted along with the bid. The selected bidder shall submit at
the time of signing the contract, a certified copy of the extract of the resolution of its Board,
authenticated by company Secretary, authorizing an official or officials of the bidder or a Power of
Attorney copy to discuss or sign agreements/ contracts with NABFINS. The bidder shall furnish proof
of signature identification for above purposes as required by NABFINS.

8.36 Applicable Laws and Jurisdiction

The Contract with the selected bidder shall be governed in accordance with the laws of India for the
time being enforced and will be subject to the exclusive jurisdiction of Courts at Bengaluru (with the
exclusion of all other Courts).

8.37 Collusive Conduct

Bidders and their officers, employees, agents and advisers must not engage in any collusion, anti -
competitive conduct or any other similar conduct with any other bidder or any other person in
relation to the preparation or lodging of responses.

By submitting a signed proposal, the bidder certifies that:

1. Ithasarrived at the prices in its proposal without agreement or discussion with any other bidder
of this RFP for the purpose of restricting competition.

2. The prices in the proposal have not been disclosed and will not be disclosed to any other bidder
of this RFP.

3. No attempt by the bidder to induce any other bidder to submit or not submit a proposal for
restricting competition has occurred.

8.38 Unlawful Inducements

A bidder and its respective officers, employees, agents or advisers must not have violated and must
not violate any applicable laws regarding the offering of inducements in connection with the
preparation of their response. Bidders and their representatives must not directly or indirectly
attempt to unduly influence the outcome of the RFP process.

8.39 Conflict of Interest

The bidder shall disclose to NABFINS in writing all actual and potential conflicts of interest that exist,
arise or may arise (either for the bidder or the bidder’s team) in the course of performing the
Service(s) as soon as practical after it becomes aware of that conflict.

8.40 Exit Management

The bidder shall promptly on the commencement of the exit management period supply to NABFINS
or its nominated vendors the following:

1. Information relating to the current services rendered
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2. Documentation relating to Intellectual Property Rights

The bidder shall provide uninterrupted services on existing terms till an alternate solution is
available.

Before the expiry of the exit management period, the current vendor shall deliver to NABFINS or its
nominated vendor all new or updated materials from the categories set out in point (1) above, and
shall not retain any copies thereof Bidder to adhere the scope of Exit management as mentioned in
the RFP.

A. Exit Option

1. As and when NABFINS decides to transition out of the successful Bidder's contract to other
vendor, Successful Bidder must coordinate for transition of services to new bidder/vendor
without causing any disruption of the current services at no extra cost to NABFINS.

2. During the Transition Period, successful bidder shall at least, but not limited to, provide
support in terms of transition of assets and data, training and knowledge transfer and any
other type of support during the defined transition period required.

3. The transition-out phase and the support required from the successful bidder shall be
communicated to the successful bidder 30 days before the transition starts.

4. NABFINS shall reserve the right to revise the transition period, transition period is 3 months.

5. At all times during Transition / maintenance / business-as-usual running, selected bidder
needs to adhere to NABFINS’s required compliances vis-a-vis security, confidentiality,
integrity, and availability informed by NABFINS in advance / periodically and also any
applicable RBI guidelines on the same in public domain or as informed by RBI / NABFINS.

6. There shall be no escalation of cost during the transition period.
B. Transfer of Agreements

On request by NABFINS or its nominated vendor, the current vendor shall effect such
assignments, transfers, innovations, licenses and sub-licenses in favour of NABFINS or its

=

nominated vendor, in relation to any equipment lease, maintenance or service provision
agreement between existing vendor and nominated vendor, and which are related to the
services and reasonably necessary for the carrying out of replacement services.

2. NABFINS and its appointed nominees shall have the Right of Access to premises where the
assets are hosted or from where services are being provisioned.

8.41 Risk & Title

The risk, title and ownership of the goods supplied under this contract shall be transferred on to
NABFINS on installation & acceptance of goods at NABFINS's site.

8.42 Amalgamation

If NABFINS undergoes an amalgamation, take-over, consolidation, reconstruction, merger, change of
ownership etc., this RFP shall be considered to be assigned to the new entity and such an act shall not
affect the rights and obligations of the Vendor under this RFP.
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8.43 Security

For all solution(s), application(s), software(s), hardware/ networking component(s) and security
component(s) that the bidder provides as part of the requirements of this RFP, the bidder is
requested to ensure that adequate controls and governance are implemented. Audit trail and logs of
the corresponding solution and/or application and/or software and/or hardware and/or
networking components and/or security components must be logged, reported, monitored and made
available to NABFINS for further analysis. The transfer of audit trail and logs, of the in-scope
components mentioned above, to NABFINS’s Security Operations Center or to NABFINS’s custodian,
may be fulfilled on real time basis or store & forward basis, as decided by NABFINS

9 General Instructions

9.1 Request for Additional Information

Recipients/ Bidders are required to direct all communications for any clarification related to this
RFP, to the designated NABFINS officials and must communicate the same in writing as per the
schedule defined in section 2. All queries relating to the RFP, technical or otherwise, must be in
writing only. NABFINS will try to reply, without any obligation in respect thereof, to every reasonable
query raised by the Recipients in the manner specified.

However, NABFINS will not answer any communication reaching NABFINS later than the time
specified in section 2: Key Information’s to receive clarifications.

NABFINS may in its absolute discretion seek, but under no obligation to seek, additional information
or material from any Bidders. All such information and material provided must be taken to form part
of the Bidder’s response. Bidders should invariably provide details of their email addresses and
contact information.

9.2 Pre-Bid Meeting

NABFINS plans to hold a pre-bid meeting as per Schedule mentioned in Section 2 at the address
specified in Bid details under introduction note to bring utmost clarity on the scope of work and
terms of the RFP being floated. The Bidders are expected to use the platform to have all their queries
answered.

Interested Bidders will be allowed to participate in the Pre-Bid meeting. NABFINS will allow a
maximum of 2 representatives from each Bidder (including OEM partners) to participate in the pre-
bid meeting.

Bidders are requested to send their queries relating to RFP to NABFINS by email, well in advance
(latest by Schedule mentioned in Section 2) so that the same could be discussed during the Pre-Bid
meeting with interested Bidders.

Non-attendance at the Pre-Bid Meeting will not be a cause for disqualification of a Bidder.

NABFINS will have the liberty to invite its technical consultant or any outside agency, wherever
necessary, to be present in the pre-bid meeting to reply to the technical queries of the Bidders in the
meeting.
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9.3 Disqualification

Any form of canvassing/ lobbying/ influence/ query regarding short listing, status etc. will result in
a disqualification.

9.4 Language of Bid

The language of the bid response and any communication with NABFINS must be in written English
only.

9.5 Period of Validity of Bids

Bids should remain valid for the period of at least six (6) months from the last date for submission of
bid prescribed by NABFINS. A bid valid for a shorter period shall be rejected by NABFINS as non-
responsive. In case the last date of submission of bids is extended, the Bidder shall ensure that
validity of bid is reckoned from modified date for submission.

9.6 Errors and Omissions

Each Recipient should notify NABFINS of any error, fault, omission, or discrepancy found in this RFP
document but not later than five business days prior to the due date for lodgement of Response to
RFP.

9.7 Amendment of Bidding Documents

Any time prior to the last date for bid-submission, NABFINS may, for any reason, whether at its own
initiative or in response to clarification(s) sought from the prospective Bidders, modify the RFP
contents/ covenants by amendment. Clarification /amendment, if any, will be notified on NABFINS’s
website. No individual communication would be made in this respect.

9.8 Authorization to Bid

a. The bid shall be signed by the bidder, or any person duly authorized to bind the bidder to the
contract. The signatory shall submit a declaration in Annexure 4: Letter of Authorization, along
with authenticated documentary evidence establishing that he/she is empowered to sign the
tender documents and bind the bidder. The Xerox copy of necessary Original Resolutions/
Authority/ Power of Attorney having authority to authorize the person to submit Bid Documents,
on behalf of the Company shall be enclosed. The proposal must be accompanied with an
undertaking letter duly signed by the designated personnel providing a Bid commitment. The
letter should also indicate the complete name and designation of the designated personnel.

b. The Bid Proposal being submitted would be binding on the Bidder. As such it is necessary that
authorized personnel of the firm or organization sign and stamp all pages of the Bid. The
designated personnel should be authorized by a senior official of the Organization/board
resolution having such authority to do so.

c. All pages of the tender documents except brochures, if any, may be signed by the authorized
signatory.

In case the principal Bidder authorizes his business partners/ authorize distributors to bid on his
behalf, a separate authorization letter with a commitment to fulfill the terms of the RFP should be
submitted. Necessary resolutions/authority available should be enclosed.
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9.9 Bidder’s obligation to inform

The bidder must apply its own care and conduct its own investigation and analysis regarding any
information contained in the RFP document and the meaning and impact of that information.

9.10 Cost borne by the Bidder

All costs and expenses (whether in terms of time or money) incurred by the bidder in any way
associated with the development, preparation and submission of responses, including but not limited
to attendance at meetings, discussions, demonstrations, etc. and providing any additional
information required by NABFINS, will be borne entirely and exclusively by the bidder. Stamp duty
that may be incurred towards entering into agreement with the successful bidder for awarding the
contract will be borne entirely by the successful bidder.

9.11 No Legal Relationship

No binding legal relationship will exist between any of the bidder and NABFINS until execution of a
contractual agreement to the full satisfaction of NABFINS.

9.12 Two Bid System

1. The bidder shall submit his response to the present tender separately in two parts - “The
eligibility cum Technical Bid” and “Commercial Bid”.

Eligibility cum Technical Bid will contain Eligibility Documentation, Technical Annexure &
Appendix, Approach & methodology, product specifications / response to functional and
technical specifications etc. whereas Commercial bid will contain the pricing information as per
the Bill of Material given in the RFP.

In the first stage, only the eligibility cum Technical Bids shall be opened and evaluated as per the
criterion determined by NABFINS.

Those Bidder meeting the eligibility criteria as mentioned in the RFP would be moved to next
stage of evaluation where the bidder’s response would be evaluated with respect to the technical
evaluation criteria defined in the RFP. Those bidders satisfying the technical requirements as
determined by NABFINS in its absolute discretion shall be shortlisted for opening their
commercial bid. The bidder is required to submit soft copy of the eligibility cum Technical bid in
a Pen drive.

2. NABFINS reserves the right to accept or not to accept any bid or to reject a particular bid at its
sole discretion without assigning any reason whatsoever.

3. Bid document should be duly filled and all the pages of Bid including Brochures should be made
in an organized, structured, and neat manner.

4. Brochures / leaflets etc. should not be submitted in loose form.

5. All the pages of the submitted Bid Documents should be serially numbered with the Bidder’s seal
duly affixed with the Signature and Stamp of the Authorized Signatory on each page.

6. Documentary proof, wherever required, in terms of the RFP shall be enclosed and serially
numbered and mapped with the required clauses.
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9.13 Acceptance to Terms

A Recipient will, by responding to NABFINS’s RFP document, be deemed to have accepted the terms
as stated in this RFP document and its subsequent amendments.

9.14 Submission to NABFINS

The bid has to be dropped inside the tender box provided at NABFINS Limited Head Office, Bangalore.
It is the responsibility of the bidder to see that their bids are delivered by the specified time at the
above address.

The RFP response documents should be submitted in paper copies - hard bound in sets. Each set
should contain the following:

1. ENVELOPE - I: Eligibility Criteria and Technical Bid:

Separate envelopes with superscriptions as “Eligibility Criteria” and “Technical Bid” should be
included within the overall Envelope. The Bidder should submit the following:

a. Earnest Money Deposit/Bid Security (Transaction proof shall be indicated for remittance)

b. The sheet mentioning compliance/ non-compliance to all the eligibility criteria specifications
with remarks and other requirements given in Annexure:10 Confirmation of Eligibility

c. All the proofs required for eligibility criteria as mentioned in Annexure:10 Confirmation of
Eligibility

d. Technical Bids

The Bidder should submit compliance / non-compliance to all the specifications with remarks and

other requirements given in the Bid Document and Scope of Work.

The Technical Bid should be complete in all respects and contain all the information asked for, except
commercial prices. The Technical Bid should include all items asked for in bid document. The
Bidders should note that the technical offer should not contain any price information. The
Technical Offer should be complete and indicate that all products and services asked for are quoted.
In addition to submitting the hard copies, the Bid Formats duly filled, supporting documents and bid
documents should be submitted in Pen drive.

The proposal should be prepared in English in MS Word/Excel format. The softcopy of the bid should
be editable.

2. ENVELOPE - II: Commercial Bid:

The Price Bid document should give all relevant price information and should not contradict the
Technical Offer in any manner. Please note that if any envelope is found to contain both technical
and commercial bid together, that bid will be rejected summarily. Commercial Bid should be
submitted in hardcopy only and no softcopy of commercial bid is required.

a) Commercial Bid Containing the following documents:
e Annexure 3- Commercial Compliance Certificate

e Appendix 2- Commercial Bill of Material
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The bidders who do not qualify as per eligibility criteria will not be considered for technical
evaluation.

The Technical Proposals of only those bidders shall be evaluated who have satisfied the eligibility
criteria bid. NABFINS may seek clarifications from the any or each bidder as a part of technical
evaluation. All clarifications received by within stipulated time shall be considered for evaluation. In
case a clarification is not received within the stipulated time, the respective technical parameter
would be treated as non-compliant and decision to qualify the bidder shall be accordingly taken by
NABFINS.

Prices quoted by the Bidder shall be fixed during the Bidder’s performance of the Contract and shall
not be subject to variation on any account, including exchange rate fluctuations, changes in taxes,
duties, levies, charges etc. A Bid submitted with an adjustable price quotation will be treated as
nonresponsive and will be rejected.

Paper copies of RFP response as mentioned above along with the Earnest Money Deposit and
Technical Bid must be submitted to NABFINS at the following address.

The Managing Director,
NABFINS Limited,

3072, 14th cross, KR Road
Banashankari 2nd Stage
Bengaluru Karnataka 560 070

Any other mode of submission, e.g. by fax, e-mail etc. will not be accepted.
9.15 Late Bids

Any bid received after the due date and time for receipts of bids as prescribed in the Key Information
of the RFP will be rejected and returned unopened to the Bidder.

9.16 Bid Opening

1. NABFINS will open only the Eligibility Cum Technical Bids as per the schedule mentioned in this
RFP. The Commercial Bid of only technically qualified bidders will be opened on a later date after
the technical evaluation. NABFINS will notify the date and time for Commercial Bid Opening to
the technically qualified bidders.

2. Alterations in the bids, if any, made by the bidders should be signed legibly to make it perfectly
clear that such alterations were present on the bids at the time of opening of the Bids. It would
be ensured that alterations are signed by the bidder/company’s executive who has signed the bid
or by the bidder/company’s representative authorised by the executive who has signed the bid.
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10 Evaluation Process

10.1 Objective of the Evaluation Process

NABFINS will scrutinize the offers to determine whether they are complete, whether any errors have
been made in the offer, whether required technical documentation has been furnished, whether the
documents have been properly signed, and whether items are quoted as per the schedule. NABFINS
plans to, at its discretion, waive any minor non- conformity or any minor deficiency in an offer. This
shall be binding on all Bidders and NABFINS reserves the right for such waivers and NABFINS’s
decision in the matter will be final.

Each bidder acknowledges and accepts that NABFINS may, in its sole and absolute discretion, apply
whatever criteria it deems appropriate in the selection of bidder, not limited to those selection
criteria set out in this RFP document. The issuance of RFP document is merely an invitation to offer
and must not be construed as any agreement or contract or arrangement nor would it be construed
as any investigation or review carried out by a bidder. The bidder unconditionally acknowledges by
submitting its response to this RFP document that it has not relied on any idea, information,
statement, representation, or warranty given in this RFP document.

NABFINS may call for any clarifications/additional particulars required, if any, on the
eligibility /technical/ commercial bids submitted. The bidder must submit the clarifications/
additional particulars in writing within the specified date and time. The bidder’s offer may be
disqualified, if the clarifications/ additional particulars sought are not submitted within the specified
date and time. NABFINS reserves the right to call for presentation/s, product walkthroughs, on the
features of the solution offered etc., from the bidders based on the technical bids submitted by them.
NABFINS also reserves the right to conduct Reference Site Visits/Reference call at the
bidder’s/bidder’s proposed client sites. Based upon the final technical scoring, short listing would be
made of the eligible bidders for final commercial evaluation.

Through this Request for Proposal, NABFINS aims to select a Bidder/ application provider who
would undertake the designing and implementation of the required solution. The Bidder shall be
entrusted with end-to-end responsibility for the execution of the project under the scope of this RFP.
The Bidder is expected to commit for the delivery of services with performance levels set out in this
RFP with a Service Level Agreement.

10.2 Normalization of bids

NABFINS will go through a process of technical evaluation and normalization of the bids to the extent
feasible to ensure that Bidders are on the same technical ground. After the normalization process, if
NABFINS feels that any of the bids needs to be normalized further and that such normalization has a
bearing on the commercial bid; NABFINS may at its discretion ask all the technically shortlisted
Bidders to resubmit the technical and commercial bids once again for scrutiny. NABFINS can repeat
this normalization process at every stage of technical submission or till NABFINS is satisfied. The
Bidders agree that they have no reservation or objection to the normalization process and all the
technically short listed Bidders will, by responding to this RFP, agree to participate in the
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normalization process and extend their co-operation to NABFINS during this process. The Bidders,
by submitting the response to this RFP, agree to the process and conditions of the normalization
process.

10.3 Preliminary Examination of Offers

1. NABFINS will examine the Bids to determine whether they are complete, required formats have
been furnished, the documents have been properly signed, and the Bids are generally in order.

2. NABFINS may, at its discretion, waive any minor infirmity, non-conformity, or irregularity in a
Bid, which does not constitute a material deviation.

3. NABFINS will first examine whether the Bid and the Bidder is eligible in terms of Eligibility
Criteria. The bids not meeting the Minimum Eligibility Criteria shall not be considered for further
evaluation.

4. Prior to technical evaluation, NABFINS will determine the responsiveness of each Bid to the
Bidding Document. For purposes of these Clauses, a responsive Bid is one, which conforms to all
the terms and conditions of the Bidding Document without material deviations. Deviations from,
or objections or reservations to critical provisions, such as those concerning Bid Security,
Applicable Law, Eligibility Criteria, will be deemed to be a material deviation.

5. NABFINS’s determination of a Bid’s responsiveness will be based on the contents of the Bid itself,
without recourse to extrinsic evidence.

6. If a Bid is not responsive, it will be rejected by NABFINS and may not subsequently be made
responsive by the Bidder by correction of the non-conformity.

10.4 Eligibility Evaluation Process

NABFINS shall scrutinize the Eligibility bid submitted by the bidder. A thorough examination of
supporting documents to meet each eligibility criteria (Section 5) shall be conducted to determine
the Eligible bidders. Bidders not complying with the eligibility criteria are liable to be rejected and
shall not be considered for Technical Evaluation.

The bidder meeting the Eligibility Criteria as per Section 5 will be considered for technical evaluation.
Any credential/supporting detail mentioned in “Section 5-Eligibility Criteria” and not accompanied
by relevant proof documents will not be considered for evaluation. All credential letters should be
appropriately bound, labelled, and segregated in the respective areas. There is no restriction on the
number of credentials a Bidder can provide.

10.5 Technical Evaluation Process

The Technical Proposals of only those bidders shall be evaluated who have satisfied the eligibility
criteria bid. All technical bids will be evaluated, and a technical score would be arrived at.

NABFINS may seek clarifications from any or each bidder as a part of technical evaluation. All
clarifications received by within stipulated time shall be considered for evaluation. In case a
clarification is not received within the stipulated time, the respective technical parameter would be
treated as non-compliant and decision to qualify the bidder shall be accordingly taken by NABFINS.

10.6 Clarification of bids

To assist in the scrutiny, evaluation, and comparison of offers/bids, NABFINS may, at its sole
discretion, ask some or all bidders for clarification of their offer/bid. The request for such
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clarifications and the response will necessarily be in writing and no change in the price or substance
of the bid shall be sought, offered or permitted. Any decision of NABFINS in this regard shall be final,
conclusive and binding on the bidder.

The bidder shall notify NABFINS in writing of all subcontracts awarded under the contract if not
already specified in his bid. Such notification, in his original bid or later, shall not relieve the bidder
from any liability or obligation under the contract. NABFINS reserves rights to accept such
arrangement or reject the proposal outright. Proof of such contracts should be submitted to
NABFINS.

10.7 Technical Bid Evaluation Criteria

The technical bid submitted by the Bidder will be evaluated only if they fulfill the eligibility criteria.
The technical bid evaluation will be done on a total score of 1000 marks. The proposal evaluation will
be based on the evaluation matrix consisting of the following parameters.

1.  Organization Strength (Turnover, Certification and Geographical Presence) 200
2. | Compliance to Functional & Technical Requirement 200
3.  Relevant Experience 100
4. | Team'’s experience 150
5.  Technical presentation & Product demonstration 350
Total 1000

Bidders scoring at least the minimum score in the table above and an overall score of 650 marks or
more will be declared technically qualified.

The bidders scoring less than 650 marks (cut-off score) out of 1000 marks in the evaluation criteria
shall not be considered for further selection process and their offers will be dropped at this stage.

In case none of the participating bidders qualify on evaluation criteria by reaching or exceeding the
cut off score of 65%, then NABFINS, at its sole discretion, may relax the cut-off score to a lower value,
which, in any case, shall not fall below 60%. In case at-least two participants have not scored 60%,
then NABFINS reserves the right to either cancel and go for retendering process or follow any other
process in line with NABFINS policies and procedures. However, this would be at the sole discretion
of NABFINS.

Technical criteria:

The evaluation of technical proposals, among other things, will be based on the following:

1. Organization Strength - 200 Max Marks
1a Organization Financial The Bidder should have an average annual turnover of at
Strength least INR 03 crore in the last three financial yearsi.e., 2023-
Max Marks - 100 Marks 24, 2024-25, 2025-26 with positive net worth and OEM
should have average annual turnover of INR 300 crore in
the past three financial years in India. In case OEM is the
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Max. Marks- 40 Marks

1c Certifications by bidder/
OEM
Max. Marks - 60 Marks
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bidder, only part (b) will be applicable and will calculated
proportionately.

Scoring:

a) Average annual turnover - Bidder

>=INR 03 Crores & < 05 Crores - 30 Marks
>=INR 05 Crores & <=INR 07 Crores - 40 Marks
>INR 07 Crores - 50 Marks

b) Average annual turnover - OEM

>=[NR 300 Crores & < 400 Crores — 30 Marks
>=INR 400 Crores & <= INR 500 Crores - 40 Marks
>INR 500 Crores - 50 Marks

Copies of audited balance sheets and P&L statements AND CA
Certificate for the year 2023-24, 2024-25 and 2025-26

The Bidder should have office/ service/support centre
with active operations located in Bengaluru.
Undertaking from Bidder

= [SO09001:2015

»= [SO 20000-1:2018

= [SO/IEC27001:2013

» [SO27017:2015

= [SO 27018:2019

a. 02 Certification from the above list = 30 Marks
b. 03 Certification from the above list = 40 Marks
c. 04 Certification from the above list = 50 Marks
d. 05 Certification from the above list = 60 Marks

2. Compliance to Functional and Technical Specifications -200 Max Marks

2a Compliance to Scope of The Bidder is required to submit the compliance for

work & Service level
Max. Marks- 200 Marks

Appendix 1A: Functional Specifications.

Marks would be awarded as:

Requirement Standard Customized
category
Must have 10 0
Good to have 5 3
Note: -
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1. Out of the total must-have requirements, if Bidder
product has <90% requirements available as
Standard product, then the Bid will be considered
as non-responsive and will be rejected.

2. Bidder to note all requirements are to be provided
by the bidder, Non-compliance shall lead to the bid
rejection.

3. The total marks of the Appendix will be scaled
down on a scale of maximum marks

Undertaking along with the compliance must be submitted
by bidder:
1. Annexure 1: Compliance to the technical
requirement duly signed and stamped.

a. Undertaking for bidder for 100% technical
compliance to Appendix 1B: Technical specification
and compliance to scope of work.

Bidder to note all requirements are to be provided by the
bidder.

The total marks of the Appendix will be scaled down on a
scale of maximum marks
3. Relevant Experience -100 Max Marks
3a Relevant Experience The Bidder should have experience in at least one project
Max. marks - 100 Marks  in India in BFSI/ PSU/ PSE/ Govt. Organization/ Financial
Services within last 5 years as on the date of bid opening
with the number of projects
a. >02 & <=03 projects - 50 Marks
b. >03 & <= 04 projects -75 Marks
c. > 05 projects — 100 Marks
4. Team’s Experience (150 marks)

4a Project Manager - a) Overall Experience
Implementation e >=15years - 25 marks
Max marks - 50 Marks e >=10years and <15 years - 25 marks

e <10years - 10 marks
b) Number of projects implemented
e >=10 projects - 25 marks
e >=5projects and < 20 projects - 10 marks
e <4 projects - 0 marks
4b SIEM Domain SME a) Overall Experience

Max marks - 80 Marks e >=10years - 40 marks

e >=05years and <10 years - 30 marks
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e <05 years - 0 marks
c) Number of projects implemented
e >=20 projects - 40 marks
e >=10 projects and < 20 projects — 30 marks
e <10 projects — 0 marks
4d Solution Architect a) Should have an overall experience as Solution
Max marks - 20 Marks architect:
>=10 years — 10 marks
>=05 years and <10 years - 05 marks
<05 years - 0 marks
b) Number of projects implemented
e >=20 projects - 10 marks
e >=10 projects and <20 projects - 05 marks
e <10 projects — 0 marks
5. Technical presentation & Product demonstration - 350 Max Marks
5a Technical Presentation All eligible bidders will be required to make presentations,
Max. Marks- 200 showcase overall solution proposed. NABFINS will
schedule presentations, and the time and location will be
communicated to the bidders. Failure of a bidder to
complete a scheduled presentation to NABFINS may result
in rejection of the proposal.
Only key resources proposed will provide the presentation.
Key Agenda (But not limited to):

1. Bidder’s understanding of NABFINS product and
proposed modules in alignment with the
requirement.

Implementation approach and Go-live strategy
Sizing and requirement mapping

Approach to testing.

Resources deployment plan

Integration approach

0&M approach during the support period
Accelerators to ensure quality and speedy
implementation

9. Evaluation of the tool's technical features and its

N WD

capability to meet the defined scope and
expectations.

10. Ready to use with minimal customization,
offering greater intelligence and a hands-on user
experience.
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5b Product Demonstration All eligible bidders will be required to showcase the overall
Max. Marks- 150 product. Bidder will have to demonstrate the end-to-end
flow.

NABFINS will schedule product demonstration, and the
time and location will be communicated to the bidders.
Failure of a bidder to complete a scheduled product
demonstration to NABFINS may result in rejection of the
proposal.

NABFINS during the invitation shall share the process to be
demonstrated in detail.

Note: NABFINS at its discretion may conduct client reference visits/calls to verify and check the sanctity/implementation

experience of the referenced client.

10.8 Commercial Evaluation Process

The commercial bid of only those bidders shall be opened who have been technically qualified based
on the technical proposal. These technically qualified bidders as per technical evaluation process will
participate in Commercial evaluation process. NABFINS will notify the date and time for participating
in the commercial evaluation process to the technically qualified bidders.

The envelope containing the Commercial offers of only those Bidders, who are short-listed after
technical evaluation, would be opened. The format for quoting commercial bid set out in Appendix
2-Commercial Bill of Material. The commercial offer should consist of comprehensive Cost for
required solution. Bidder must provide detailed cost breakdown, for each and every category
mentioned in the commercial bid. NABFINS will determine whether the Commercial Bids are
complete, unqualified and unconditional. Omissions, if any, in costing any item shall not entitle the
firm to be compensated and the liability to fulfil its obligations as per the Scope of the RFP within the
total quoted price shall be that of the Bidder.

NABFINS will notify the name of the technically eligible bidders for participating in Commercial Bid
Evaluation.

Bidder (L1) quoting the lowest bid will be selected on the basis of Total Price post commercial bid
evaluation.

Commercial bid evaluation shall be considered as below in case of any kind of discrepancy:

o Ifthereis a discrepancy between words and figures, the amount in words shall prevail

o If there is a discrepancy between percentage and amount, the amount calculated as per the
stipulated percentage basis shall prevail

o Ifthere is discrepancy between unit price and total price, the unit price shall prevail

o Ifthereis a discrepancy in the total, the correct total shall be arrived at by NABFINS

e In case the bidder does not accept the correction of the errors as stated above, the bid shall be
rejected.

e At the sole discretion and determination of NABFINS, NABFINS may add any other relevant
criteria for evaluating the proposals received in response to this RFP.
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o NABFINS may, at its sole discretion, decide to seek more information from the respondents in
order to normalize the bids. However, respondents will be notified separately, if such
normalization exercise as part of the technical evaluation is resorted to.

o All liability related to non-compliance of this Minimum Wages Requirement and any other law
will be responsibility of the bidder.

o The Highest Technical bidder shall not automatically qualify for becoming selected bidder and for
award of contract by NABFINS.

o The Lowest Commercial Bidder shall not automatically qualify for becoming selected Bidder and
for award of contract by NABFINS.

e NABFINS shall not incur any liability to the affected Bidder on account of such rejection.

e The Bidder whose technical and commercial Bid is accepted will be referred to as “Selected
Bidder” and NABFINS will notify the same to the Selected Bidder.

e The final decision on the vendor will be taken by NABFINS. The implementation of the project
will commence upon successful negotiation of a contract between NABFINS and the selected
bidder based on the evaluation.

o Iffor some reason, negotiations with the successful bidder fail to result in an agreement within a
specified timeline, NABFINS reserves the right to award the contract to the next most eligible
bidder based on the evaluation.

e The commercials will be calculated till two decimal points only. If the third decimal point is
greater than .005 the same shall be scaled up else it shall be scaled down to arrive at two decimal
points. NABFINS will make similar treatment for 4th or subsequent decimal point to finally arrive
at two decimal points only.

Errors and Omissions

On any issue or area of material concern respecting the RFP not specifically dealt the terms defined
in the RFP, the decision of NABFINS shall be final and binding on all concerned.
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10.9 Final Evaluation - QCBS Evaluation

The Proposals will be finally ranked according to their combined Technical Score(s) and
Financial Score as

Proposals will finally be ranked according to their combined technical (ST) and financial (SF)
scores as follows:

S=(ST x Tw) + (SF x Fw)

Where S is the combined score, and Tw and Fw are weights assigned to Technical Proposal and

Financial Proposal that shall be 0.70 and 0.30, respectively.

ST is the technical score of the bidder and SF in the commercial score of the bidder on the basis
of commercials submitted.

Formula for calculating SF and ST are as follows:
SF = (Lowest Commercial Figure/ Bidder's Commercial Figure) * 100
ST = (Technical Score of the bidder/ Highest Technical Score) * 100

The selected Bidder/Vendor having the highest combined score in the aforesaid manner, shall
be treated as the first ranked Bidder/Vendor. NABFINS may also maintain a reserve list of
Bidders/Vendors, which may be used in case the first ranked Bidder/Vendor withdraws or fails
to comply with the requirements as the case may be.

Note:

The highest technical bidder shall not automatically qualify for becoming selected bidder and
for award of contract by NABFINS.

The Successful bidder shall be the first ranked bidder (having the highest combined score).
The final decision on the successful bidder will be taken by NABFINS.

If for some reason, the successful bidder fails to execute an agreement within a specified
timeline, NABFINS reserves the right to award the contract to the next most eligible bidder
based on the final evaluation scope of technical evaluation scores and commercial prices
quoted.

In case of a tie of Total Score between two or more bidders, the Bid with higher technical
score would be chosen as the successful Bidder.

NABFINS will calculate the scores up to two decimal points only. If the third decimal point is
greater than .005 the same shall be scaled up else, it shall be scaled down to arrive at two
decimal points.

10.10 Key Guidelines:

1. Bidder’s proposal should strictly conform to the specifications.
Proposals not conforming to the specifications will be rejected subject to NABFINS’s discretion.
Any incomplete or ambiguous terms / conditions / quotes may result in disqualification of the
offer at NABFINS’s discretion. The Bidder has to offer specific remarks for technical requirements
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and clearly confirm compliance. Any comments on technical requirements should be clearly
informed in Remarks column.

3. Comments on other terms prescribed by NABFINS are to be provided in a separate section in
Technical Bid. NABFINS is not bound to evaluate the deviations mentioned at any other section
of the bid.

For supplementary information a separate sheet should be used.

5. All pages should be numbered (like 1/xxx, 2/xxx where xxx is last page number of Bid document)
and signed under the company seal.

6. Technical Bid documents are to be properly hard bound.

7. NABFINS reserves the right to reject any or all proposals. Similarly, it reserves the right not to
include any vendor in the final short-list.

10.11  Sealing and Marking of Bids

1. The Bidder shall seal the envelopes containing “Envelope - I: Eligibility Criteria & Technical
Bid” and “Envelope - II: Commercial Bid” separately and the two envelopes shall be enclosed
and sealed in a SINGLE OUTER ENVELOPE marked as
“ORIGINAL: SELECTION OF VENDOR FOR SUPPLY, IMPLEMENTATION, MAINTENANCE, AND
MANAGEMENT OF SECUIRTY INCIDENT EVENT MANAGEMENT (SIEM) ON CLOUD -FINAL BID”

2. The inner and outer envelopes shall:
1) be addressed to NABFINS at the address given; and
2) bear the following in separate envelopes
i.  “SELECTION OF VENDOR FOR SUPPLY, IMPLEMENTATION, MAINTENANCE, AND
MANAGEMENT OF SECUIRTY INCIDENT EVENT MANAGEMENT (SIEM) ON CLOUD -
Eligibility Criteria & Technical Bid”,
ii. “SELECTION OF VENDOR FOR SUPPLY, IMPLEMENTATION, MAINTENANCE, AND
MANAGEMENT OF SECUIRTY INCIDENT EVENT MANAGEMENT (SIEM) ON CLOUD -
Commercial Bid”,

3) All envelopes should indicate on the cover the name and address of the Bidder.

3. If the outer envelope is not sealed and marked, NABFINS will assume no responsibility for the
bid’s misplacement or premature opening.
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11 Additional Instructions for Bidders

11.1. General Instructions

Nature of Bid

a) Bids will be permitted only from a single entity.
b) Consortium bidding is not allowed.

Information Ownership

All information processed, stored, or transmitted by successful Bidder equipment belongs to
NABFINS. By having the responsibility to maintain the equipment, the Bidder does not acquire
implicit access rights to the information or rights to redistribute the information. The Bidder
understands that civil, criminal, or administrative penalties may apply for failure to protect
information appropriately.

Any information considered sensitive by NABFINS must be protected by the successful Bidder from
unauthorized disclosure, modification, or access. NABFINS’s decision will be final.

Types of sensitive information that will be found on NABFINS system’s which the Bidder plans to
support or have access to include, but are not limited to: Information subject to special statutory
protection, legal actions, disciplinary actions, complaints, IT security, pending cases, civil and
criminal investigations, etc.

The successful Bidder shall not publish or disclose in any manner, without NABFINS'’s prior written
consent, the details of any security safeguards designed, developed, or implemented by the Bidder or
existing at any of NABFINS location. The Bidder will have to develop procedures and implementation
plans to ensure that IT resources leaving the control of the assigned user (such as being reassigned,
removed for repair, replaced, or upgraded) are cleared of all NABFINS data and sensitive application
software. The Bidder will have to also ensure that all subcontractors who are involved in providing
such security safeguards or part of it shall not publish or disclose in any manner, without NABFINS’s
prior written consent, the details of any security safeguards designed, developed, or implemented by
the Bidder or existing at any NABFINS location.
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12 Service Levels & Penalties

System availability is defined as:

{(Scheduled operation time - system downtime) / (scheduled operation time)} * 100%
Where:

“Scheduled operation time” means the scheduled operating hours of the System for the month. All
planned downtime on the system would be deducted from the total operation time for the month to
give the scheduled operation time.

“System downtime” subject to the SLA, means accumulated time during which the System is not
available to NABFINS’s users or customers due to in-scope system or infrastructure failure, and
measured from the time NABFINS and/or its customers log a call with Bidder help desk of the failure
or the failure is known to Bidder from the availability measurement tools to the time when the
System is returned to proper operation. Any denial of service to NABFINS users and NABFINS
customers would also account as “System downtime” for the reason solely attributable to the bidder.

Bidder has to create a helpdesk and bring the required tool/service to capture the ticket
online, the incident logging should be done in the system by the helpdesk team

The business hours are 6 AM to 10 PM on any calendar day where any of the NABFINS’s branch is
operational. Bidder however, recognizes the fact that the branches will require to work beyond the
business hours and holidays on need basis. Bidder to ensure bidder and bidder’s appointed agencies
are meeting the requirement stated in the RFP as well are available on as per the requirement of
NABFINS on any working day (as per NABFINS working days and hours).

12.1. Uptime Rules

1. The downtime calculation starts from the time of hardware/ software failure leading to denial of
service.

Bidder should ensure that there are no replication overheads that may hamper the performance of
the systems.

The proposed solution must satisfy the performance requirements of the RFP. Service Levels should
be complied with irrespective of the customizations that the applications would undergo during the
tenor of the Contract.

Typical Resolution time will be applicable if systems are not available to NABFINS’s users and
customers and there is a denial of service.

Average Uptime will be computed based on the availability of the applications & IT Infrastructure to
NABFINSs’ users. Also, non-compliance with performance parameters for business and environment
infrastructure & system/service degradation to the extent where applications are not available will
be considered for downtime calculation.

The average uptime will be computed across all the servers in a cluster rather than on individual
servers/clusters.
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At primary and secondary, Bidder shall provide onsite assistance within response resolution
window.

Bidder is required to monitor and manage all interfaces for the uptime and performance requirement
of the interfaces.

The logic for imposition of SLA in the tool(s) will be defined by NABFINS and also, the admin rights
will reside with NABFINS.

Bidder to note that the networking & other infrastructure provisions within the CSP premises should
not impose any restriction penalty on the solution's performance and availability during the entire
contract duration. It is the responsibility of the bidder to rectify the same at no additional cost to
NABFINS.

Any performance issues attributable to the bidder’s proposed solution (application, infrastructure
and other ancillary component) shall be resolved within the timelines defined in the below table at
no additional cost to NABFINS. If any upgrade of application/infrastructure is required same is to be
provisioned by bidder at no additional cost to NABFINS.

Typically, resolution time will be applicable if application (any module/functionality), equipment or
infrastructure is down.

Incident shall be considered when the issue has occurred and not from the time it has been
reported.

12.2. Level Classifications

Critical

No user can access the Tool Dashboard or
Failed the services.

Or

Integration failure/data fetch error with
the required applications

Or

Backup and restoration success rate shall
be 100% and failure to achieve the same
shall be considered as critical level incident.
Or

Due to customization, if inappropriate logic
is applied by  bidder
malfunctioning in any application/software

resulting

shall be considered as critical level incident.

Or
The Dbidder shall ensure that all
modifications, enhancements,

customization reported by NABFINS will be
duly sized, agreed with NABFINS and
resolved as per the agreed timeframes. If
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the same is breached, it shall be considered
as critical level incident.

Or

Non-adherence to delivery of RCA Reports
for issues/gaps/bugs within periodicity
defined in the RFP shall be considered as
critical incident

Or

Failure of any of the
hardware/software component due to
which the solution is not functioning.

co-existent

Any problem not functioning
(systems/Module/functionality).
Or

Any system performance issues highlighted
by NABFINS like slowness/limitation in
performing the day-to-day obligations at
branches/offices etc. (RCA has to be
submitted by bidder within the defined
time)

Or

Any incident which is classified as “Critical”
for which an acceptable (by NABFINS)
workaround has been provided

Or

Latest stable version of Patches/updates
/service Pack /bug & defects fixes /
firmware /etc. should be applied on the
device/server /application as per the patch
management process mutually agreed
between bidder and NABFINS and failure to
comply with the
considered a key level issue.

Or

Service level and other reports (as
required by NABFINS) to be submitted
within 7 days (Report should be system
generated with minimal or no human
intervention) at the beginning of the
month, any failure in submitted shall be

clause would be

considered as an incident.

All other residuary business infrastructure
not defined in “Critical” and “Key”

Or
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Classifications

Any incident which is classified as “Key” for
which an acceptable (by NABFINS)
workaround has been provided

Any problem due to which user (>=1 user
and <10% of the user count. cannot access
the systems/Module/functionality.

Typical Response & Resolution Time

Service Levels
Service Levels will include Availability measurements and Performance measurements parameters.

Bidder shall provide the Availability Report on monthly and quarterly basis and a review shall be
conducted based on this report. A monthly report (System generated) shall be provided to NABFINS
at the end of every month containing the summary of all incidents reported and associated Bidder
performance measurements for that period. Dashboard shall be provided to NABFINS for monitoring
the uptime/availability/ utilization/other SLA parameters and downloading the report (on need
basis) for the entire contract durations

Performance measurements would be accessed through audits or reports (System generated), as
appropriate to be provided by Bidder e.g. utilization reports, response time measurements reports,
etc.

12.3. Availability Measurements

Minimum Measurement
Service Tools
Level

Measurement Penalty

Type of

Infrastructure

Proposed Business Availability of 99.5% Availability For every 0.1% or
Solution (all Infrastructure  proposed measurement part thereof drop
modules and & Systems solution, tools <<Bidder to in service levels
functionalities) System provision and penalty will be
Infrastructure access to be 1% of the
Elements & provided to Monthly
Systems NABFINS >> maintenance cost
including
Interfaces with The Calculation of
other penalty will
channels/Techs happen based on

monthly
performance data
as received

e Each planned downtime for application, database, and operating system servicing (up
gradation, bug fixing, patch uploads, housekeeping and regular maintenance etc.) should not
be more than 2 hours. This activity should not be carried out during business hours.

e Availability Service Level will be measured on a monthly basis.
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o The Bidder’s performance to Availability Service Levels will be assessed against Minimum
Service Level requirements on a monthly basis for each criterion mentioned in the
Availability measurement table.

e An Availability Service Level Default will occur when: The Bidder fails to meet Minimum
Service Levels, as measured monthly, for a particular Service Level.

o Bidder shall ensure that access of the required tools would be provided to NABFINS officials
to have a real time view of availability parameters and generate report on need basis without
bidder’s intervention. The Report should clearly be mapped/configured with the SLAs as
defined in the RFP.

The mechanism for monitoring the SLA would need to be proposed by the System Integrator and
agreed by NABFINS.

12.4. Performance Measurements

Performance Measurements will be done monthly or as required by NABFINS.

Type of Measurement Minimum  Measurement Penalty
Infrastructure Service Tools
Level
Disaster Business 100% Report and Tool INR 3,000 for every 10
Recovery operations to (Instance access Minutes of delay above
Instance resume from Wise) defined RPO and RTO
Availability Disaster Recovery
Site  within the
defined time as RTO
and RPO
e RTO- 60
Min
e RPO- 10
Min

12.5. Incident Management (Tools from CSP for ticket logging)

Services Description Calculation Periodicity MSL Penalty ‘

Incident Bidder shall  Manually through Monthly 100% Penalty of INR

logging ensure that all various 2,500 will be
incidents reported = communication levied for
by the wusers / channels every 24
testing team shall Hours delay or
be duly logged and part thereof

assigned to teams
with a unique ID
for reference
purposes.  Users
shall be informed
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Services Description
about the
reference ID
maximum within
24  hours from
recording the
complaint
Incident This Service Level
resolution measures the
within targets | number of all
category calls/
incidents per
month that get
resolved  within

the response time
& resolution time
defined divided by
the total number of
calls that get
logged

NABFINS

Calculation

Call Tickets per
month responded
and resolved
within the
timelines divided
by the total
number of call
tickets per month

Monthly

RFP for procurement of Security incident
event management (SIEM) tool (on-cloud)

Periodicity = MSL

Critical:
100%

Key: 100%

Significant:

100%

Incidents will be classified as Critical, Key and Significant by NABFINS
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or part
thereof,
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monthly
maintenance
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For every
0.5% drop in
service level
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thereof,
Penalty shall
be 0.25% of
the monthly
maintenance
Cost.

For every 1%

drop in
service level
or part
thereof,

Penalty shall
be 0.25% of
the monthly
maintenance
Cost
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12.6. Management, Reporting and Governance

Service SLA Measurement SLA Penalty Remarks

Details
Key Any change during the contract = 100% More than 1 change

Resources period would lead to a penalty

of INR 1,00,000 for
each default for each
key resource.

12.7. Penalties

For the purpose of this RFP, the total penalties as per LD & SLA will be subject to a maximum of 10%
of the overall contract value.

12.8. At-Risk Amount

The monthly ARA shall be 15% of the estimated quarterly payout as per section 7 payment terms of
the respective monthly
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13 Annexure & Appendix

13.1. Appendix

13.1.1. Appendix 1A: Functional Specifications
The format for Appendix 1A: Functional Specifications is attached separately.
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13.1.2. Appendix 1B: Technical Specifications
The format for Appendix 1B: Technical Specifications is attached separately.
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13.1.3. Appendix 2: Commercial Bill of Material
The format for Appendix 2: Commercial Bill of Material is attached separately.
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13.2 Annexures
13.2.1 Annexure 1: Compliance to Scope of work and service level requirements

To,

The Managing Director,

NABFINS Limited,

3072, 14th cross, KR Road,
Banashankari 2nd Stage
Bengaluru, Karnataka 560 070

Ref: - RFP for procurement of Security incident event management (SIEM) tool (on-cloud)

Dear Sir,

This is to confirm that we have submitted a bid and unconditionally accept all (100%) requirements
mentioned in Appendix 1: Technical requirement, Scope of work (Section 6), service levels and
payment terms (Section 7) as mentioned in the said RFP including all corrigendum/amendment
floated by NABFINS pertaining to Selection of vendor for supply, implementation, maintenance,
and management of solution on Cloud.

(Signature)

(Name of Authorized Signatory)
(Designation)

(Date)

Place:

(Name and address of the bidder)
(Company Seal)
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13.2.2 Annexure 2: Technical Proposal Format
Particulars to be provided by the bidder in the technical proposal - RFP Reference no.
NABFINS/RFP/004/2026-27

Sr. Particulars Response from the bidder
No.

1 Name of the bidder

2 Year of establishment and constitution

Certified copy of “Partnership Deed” or
“Certificate of Incorporation” should be
submitted as the case may be.

3 Location of Registered office /Corporate
office and address

4 Mailing address of the bidder

5 Names and designations of the persons
authorized to make commitments to
NABFINS

6 Telephone and fax numbers of contact
persons

7 E-mail addresses of contact persons

8 Details:

Description of business and business
background

Service Profile & client profile
Domestic & International presence
Alliance and joint ventures

9 Details of the Proposed solutions and | 5\08 S0 TG00 S OEM/Provider
Services Name
1 CSP
2 SIEM Solution
3 Log Storage

12 Details of the similar assignments executed Annexure 5 to be filled and details to be provided
by the bidder during the last two years
(Name of Client, time taken for execution of
the assignment and documentary proofs
from Client are to be furnished)

Declaration:

1. We confirm that we will abide by all the terms and conditions contained in the RFP.

2. We hereby unconditionally accept that NABFINS can at its absolute discretion apply whatever
criteria it deems appropriate, not just limiting to those criteria set out in the RFP, in short listing
of bidders.

3. All the details mentioned by us are true and correct and if NABFINS observes any
misrepresentation of facts on any matter at any stage, NABFINS has the absolute right to reject
the proposal and disqualify us from the selection process.
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4. We confirm that this response, for the purpose of short-listing, is valid for a period of 180 days,
from the date fixed for bid opening.

5. We confirm that we have noted the contents of the RFP and have ensured that there is no
deviation in filing our response to the RFP and that NABFINS will have the right to disqualify us
in case of any such deviation.

(Signature)

(Name of Authorized Signatory)
(Designation)

(Date)

Place:

(Name and address of the bidder)
(Company Seal)
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13.2.3 Annexure 3: Commercial Compliance Certificate
RFP No: NABFINS/RFP/004/2026-27 Date:

The Managing Director,

NABFINS Limited,

3072, 14th cross, K R Road,
Banashankari 2nd Stage
Bengaluru, Karnataka 560 070
Dear Sir,

Having examined the RFP including all annexure, the receipt of which is hereby duly acknowledged,
we, the undersigned offer to provide the services in conformance to the said RFP and in accordance
with our proposal and the schedule of Prices indicated in the Price Bid and made part of this RFP.

[ / We undertake that the prices are in conformity with the specifications prescribed.

[ / We agree to abide by this bid for a period of 180 days from the date fixed for bid opening and it
shall remain binding upon us and may be accepted by NABFINS, any time before the expiry of that
period.

Until a formal contract is prepared and executed, this bid, together with your written acceptance
thereof and your notification of award shall constitute a binding Contract between us.

We undertake that in competing for and if the award is made to us, in executing the subject Contract,
we will strictly observe the laws against fraud and corruption in force in India namely “Prevention of
Corruption Act 1988”.

[ / We understand that you are not bound to accept the lowest or any bid you may receive.

[ / We agree to the Scope, SLAs and other terms mentioned in the Tender document.

We, our CSP and the proposed OEM solution provider are not blacklisted at the time of submission of
the bid by any regulator / statutory body/ any government department/ PSU/ PSE or banks in India.

Terms & Conditions:

The fee quoted shall cover components and services on a fixed price basis inclusive of all applicable
taxes under the Indian law like customs duty, freight, forwarding, insurance, delivery, etc. but
exclusive of only applicable GST, which shall be paid / reimbursed on actual basis on production of
bills with GSTIN. Any increase in GST will be paid in actuals by NABFINS or any new tax introduced
by the government will also be paid by NABFINS The entire benefits / advantages, arising out of fall
in prices, taxes, duties or any other reason, must be passed on to NABFINS. The price quoted by the
bidder should not change due to exchange rate fluctuations, inflation, market conditions, and
increase in custom duty. NABFINS will not pay any out of pocket expenses.

(Signature)

(Name of Authorized Signatory)
(Designation)

(Date)

Place:
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(Name and address of the bidder)
(Company Seal)
**Note: Vendor will work as per the timings of NABFINS
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13.2.4 Annexure 4: Letter of Authorization

The Managing Director,
NABFINS Limited,

3072, 14th cross, K R Road,
Banashankari 2nd Stage
Bengaluru, Karnataka 560 070

Dear Sir,

Ref: - RFP no. NABFINS/RFP/004/2026-27 for procurement of Security incident event management
(SIEM) tool (on-cloud)

Sub: Letter of Authorization for Submission of Bid vide Ref. No: NABFINS/RFP/004/2026-27

We hereby authorize <Name of the person> (<Designation of the person>) to represent M/s on
behalf of our firm, having our corporate office at <Address of the firm/corporate office /head office>.

Mr/Ms/Mrs <Name of the person> is also authorized to attend meetings & submit eligibility,
technical and commercial information/ clarifications as may be required by you in the course of
evaluation of bid.

We also authorize Mr/Ms/Mrs <Name of the person> to make declarations and to submit documents,
wherever required, on our behalf. These declarations and submissions are made towards the
requirement of submitting our bid vide Tender No. NABFINS/RFP/004/2026-27 and any other
applicable laws that may be in force.

We further confirm that we are liable for and bound by all acts of commission and omission by the
authorized representative. All acts committed by the above authorized representatives shall be
treated as if these acts were committed by the firm.

We, hereby confirm that we will honour the Bids placed by Mr. on behalf of the
company. We agree and understand that the NABFINS may debar us from participating in future
tenders for any such failure on our part.

(Signature)

(Name of Authorized Signatory)
(Designation)

(Date)

Place:
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(Name and address of the bidder)
(Company Seal)

Copy of Board resolution authorizing the person whoever is authorizing the bidder representative
should also be submitted along with the letter.
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13.2.5 Annexure 5: Proposed Agency Profile
Sr. No. Particulars Bidder Response ‘
1 Names and designations of the persons authorized to
make commitments to NABFINS (including mobile
number and email ID)
2 No. of years of experience of the vendor providing services
covered within the RFP

Sr.No. Name of Client where the vendor was associated for Duration of association with the

similar type of services vendor

BW N R

We hereby confirm that the information provided by us is true and to the Best of our Knowledge.

(Signature)

(Name of Authorized Signatory)
(Designation)

(Date)

Place:

(Name and address of the bidder)
(Company Seal)
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13.2.6 Annexure 6: Confirmation of Terms & Conditions
RFP No: NABFINS/RFP/004/2026-27 Date:

The Managing Director,
NABFINS Limited,

3072, 14th cross, KR Road,
Banashankari 2nd Stage
Bengaluru, Karnataka 560 070

Dear Sir,

Sub: RFP for procurement of Security incident event management (SIEM) tool (on-cloud).

Further to our proposal dated ,in response to the Request for procurement of Security
incident event management (SIEM) tool on-cloud (hereinafter referred to as “RFP”) issued by
NABFINS we hereby covenant, warrant and confirm as follows:

We hereby agree to comply with all the terms and conditions / stipulations as contained in the RFP
and the related addendums and other documents including the changes made to the original tender
documents issued by NABFINS. NABFINS is not bound by any other extraneous matters or deviations,
even if mentioned by us elsewhere either in our proposal or any subsequent deviations sought by us,
whether orally or in writing, and NABFINS'’s decision not to accept any such extraneous conditions
and deviations will be final and binding on us.

This is to confirm that we have submitted a no deviation bid and unconditionally accept all
requirements, Payment Terms, Integrity Pact, SLAs and the Terms and Conditions as mentioned in
the said RFP including all corrigendum/amendment floated by NABFINS pertaining to procurement
of Security incident event management (SIEM) tool on-cloud. Any assumption or exclusion or
Limitation submitted by us in the proposal (anywhere in the proposal) which are contradictory to
the RFP stands null and void whether highlighted or not highlighted by NABFINS during the
evaluation process.

Yours faithfully,

(Signature)

(Name of Authorized Signatory)
(Designation)

(Date)

Place:

(Name and address of the bidder)
(Company Seal)
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13.2.7 Annexure 7: Tender Offer Cover Letter
RFP Reference No NABFINS/RFP/004/2026-27 Date:

The Managing Director,

NABFINS Limited,

3072, 14th cross, K R Road,
Banashankari 2nd Stage
Bengaluru, Karnataka 560 070
Dear Sir,

Having examined the tender documents including all annexure the receipt of which is hereby duly
acknowledged, we, the undersigned, offer to procurement of Security incident event
management (SIEM) tool on-cloud to NABFINS as mentioned in RFP document in conformity with
the said tender documents, and in accordance with the Commercial bid and made part of this tender.

We understand that the RFP provides generic specifications about all the items, and it has not been
prepared keeping in view, any specific bidder.

If our tender offer is accepted, we shall obtain the guarantee of a bank for a sum equal to 10% of the
Contract Price for the due performance of the Contract.

We agree to abide by this tender offer for 180 days from the date of tender opening and our offer
shall remain binding upon us and may be accepted by NABFINS any time before the expiration of that
period.

Until a formal contract is prepared and executed, this tender offer, together with NABFINS’s written
acceptance thereof and NABFINS'’s notification of award, shall constitute a binding contract between
us.

We understand that NABFINS is not bound to accept the lowest or any offer NABFINS may receive.
Dated this day of ,20__

Signature:
In the Capacity of :- duly authorized to sign the tender offer for and on
behalf of
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13.2.8 Annexure 8: Submission Checklist

The bidder has to ensure that the following have been submitted as a part of the RFP submission
process.

Failure to provide any of the documents as detailed below could lead to the disqualification of the
bidder from the bid.

The following files need to be submitted.

Submission Checklist for Technical and Eligibility Bid

Appendix 1A: Functional Specifications YES/NO
Appendix 1B: Technical Specifications YES/NO
Formats

The following Letters and Formats need to be submitted.

Annexure 1: Compliance to the technical YES/NO
requirement

Annexure 2: Technical Proposal Format YES/NO
Annexure 4: Letter of authorization YES/NO
Annexure 5: Proposed Agency Profile YES/NO
Annexure 6: Confirmation of Terms & YES/NO
Condition

Annexure 7: Tender Offer Cover Letter YES/NO
Annexure 8: Submission Checklist YES/NO
Annexure 10: Confirmation of Eligibility YES/NO
Annexure 11: NDA YES/NO
Annexure 13: Undertaking for backlining YES/NO

Annexure 14: Integrity Pact (on Stamp Paper) YES/NO
Annexure 15: Sizing Adequacy Letter (From YES/NO

OEM)

Annexure 16: OEM’s Declaration for Bug Free YES/NO
Software (From OEM)

Annexure 17: Land border confirmation YES/NO
CVs of resources proposed YES/NO

Technical proposal including implementation YES/NO
plan, Integration approach & plan, resource
deployment plan, proposed solutions,
Architecture proposed etc.
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Submission Checklist for Commercial Bid Documents
The following documents need to be provided by the Bidder for the Commercial Bid in a separately
sealed cover.

Commercial Bid Documents Submitted (Bidder)

Appendix 2: Commercial Bill of Material YES/NO
Annexure 3: Commercial Compliance Certificate YES/NO
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13.2.9 Annexure 9: Pre-bid query format

Bidder’s request for Clarification - to be submitted before the last date mentioned in the RFP
for submitting the pre-bid queries

If, bidder, desiring to respond to RFP, require any clarifications on the points mentioned in the RFP
may communicate with NABFINS using the following format.

All questions received before deadline specified in the RFP will be formally responded to and
questions/points of clarification and the responses will be circulated to all participating bidder if
required. The source (identity) of the bidder seeking points of clarification will not be revealed.
Alternatively, NABFINS may at its discretion, answer all such queries in the Pre-bid meeting.

Pre Bid Query Format

Query RFP Section | Page no. RFP Excerpt Query Description/

Reference (point number) Clarification sought

Name and signature of authorized person issuing this request for clarification

Signature/Date
Official designation

1. In case of multiple queries, the contact details need not be repeated and only the details in the
pre-bid query format (table provided above) are to be furnished for the subsequent queries.

2. The queries should be submitted in a spreadsheet using the same column headings specified in
the table above, preferably in MS Excel file format.

3. Please indicate the preferred method and address for reply.

4. The pre-bid queries in the above-mentioned format may be forwarded to cisocell@nabfins.org
before the last date indicated in the RFP.
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13.2.10 Annexure 10: Confirmation of Eligibility

The bidder must fulfil the criteria mentioned in the table below in order to bid for this RFP:

Eligibility Criteria Supporting Documents Bidder’s Reference

W Compliance | Section of
the
Proposal
1. The bidder should be a company Copy  of  Certificate  of 5
registered in India under the Incorporation/GST  Registration

relevant acts, such as the andPAN Card
Companies Act 2013, or a

partnership registered under the

Indian Partnership Act 1932, or a

partnership firm registered under

the Limited Liability Partnership

Act 2008, with its registered

office in India

2. The bidder should have experience = Self-Undertaking signed by 5
of a minimum of 5 years in providing  Authorized Signatory
IT/IT services.

3. The OEM should be a Software Self-Undertaking  signed by 5

Development, IT Application &
Maintenance company registered/
incorporated under Indian company
Act and must have 10 years of
existence in India as on date of
submission of bids

4. The Bidder should have an average
annual turnover of INR 03 crore in
the past three financial years i.e.
2023-24, 2024-25, 2025-26 with a
positive net worth in at least 02 years
and OEM should have average
annual turnover of INR 300 crore in
the past three financial years in India.

5. The Bidder should not have been
blacklisted at the time of submission

Authorized Signatory

Certificate of Incorporation 5

Self-Declaration on  Bidder’s 5
Letterhead signed by the

of the bid by any Regulator /
Statutory Body/ any Government
Department/ PSU/ PSE/Financial
Institution in India.

authorized signatory:

The Undertaking statement is as
follows:

“We M/s confirm that
we have not been blacklisted at the
time of submission of the bid by
any Regulator / Statutory Body/
any Government Department/
PSU/ PSE/Financial Institution in
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10.

Eligibility Criteria
Bidder’s Experience

The bidder should be the authorized
partner of the OEM.

The proposed solutions SIEM all
modules should be from a single
OEM. OEM/System Integrator (SI)
should have experience in the end-
to-end implementation of the
proposed solution

The bidder should have at least 50
Functional/ IT Professionals on its
payroll as on the date of bid opening
date

Bidder should be responsible for the
entire end to end implementation and
taking OEM support as and when
required.

The OEM should hold at least 3
certification(s) recognized in the
industry for quality management
standards and information security
standards etc.

NABFINS

Supporting Documents

India as on the date of bid
submission”

Manufacturer Authorization form
(MAF) from OEM (Signed by the
authorized signatory of OEM)
highlighting the following:
a) Product details,
registered Office

b) OEM Authorizing bidder
to submit the proposal to
NABFINS for its product for the
entire contract duration & further
extension if granted by NABFINS.
c) OEM confirming to sign
the Agreement and NDA with the
bidder ensuring the compliance to
the Scope of Work (SoW),
requirements, and terms of the RFP
for our offered product within 1
month of award of PO by
NABFINS to bidder.

OEM

MAF is to be submitted from the
OEM

Self-Declaration on OEMs
Letterhead signed by authorized
signatory.

Self-Declaration on  Bidder’s
Letterhead  signed by the
authorized signatory.

Bidder Self-Declaration on its
letter head.

Copy of the certifications (1SO)
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11.

12.

13.

14.

15.

16.

17.

Bidder’s Experience

The following certifications will be
considered (any 3) —
. ISO 9001
management systems)
* ISO 27001 (for information
security) or equivalent
e [ISO 27017 (for privacy
management) or equivalent
ISO 27018
The bidder should have experience
of at least one (SIEM) project in
BFSI/PSU/PSE/Govt. Organization
in India within last 03 years as on the
date of bid opening.
There is no court case or insolvency
proceedings pending against the
bidder. If such an action exists and
the Bidder considers that it does not
affect its ability to deliver the
requirements as per the RFP, it shall
provide details of the case /action(s)
Bidder Compliance to land border

(quality

Backlining agreement confirmation

NABFINS

Copy of ‘Contract/Purchase order’
Confirmation/credential/email
from client on having
executed/executing the PO.

Declaration is required on Bidders
letterhead

Self-Undertaking  from  bidder
(Annexure 17)
An undertaking from the bidder

(Annexure 13)

CSP Experience — Only one CSP should be proposed for all

infrastructure related services
Undertaking for bidder being an
CSP or CSP authorized partner or
authorized reseller of the CSP

Data Centers of CSP should be
minimum Rated 3 of TIA942 or Tier
3 or equivalent.

CSP should be empaneled with the
Ministry  of  Electronics and
Information Technology (MeiTY) as
on the date of bid submission for the
sites proposed for this RFP OR
should have the  following
certifications adhering to

Undertaking should be provided
by the CSP or CSP Authorized

partner.
In case the bidder is an authorized
partner or authorized reseller,

authorization certificate from CSP
to participate has to be submitted.
Relevant certification valid as on
the date of bid submission with
self-undertaking from CSP
Undertaking from CSP

Copy of letter of
empanelment, if applicable

Copy of certificates, if

applicable
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A Bidder’s Experience
international standards related to
information security and IT service
management — ISO 27001, 1SO
27017, 1SO 27018, 1SO 20000.

18. | The CSP should have experience of Documentary  evidence  with 5
provisioning Services on their Cloud ' relevant copies of Purchase Order/
for at least 3 clients in India (Private/ = contract, along with Satisfactory
PSU/ Central Govt/ State Govt. or Working Certificates/ Payment
any other Organization or agencies) Receipt/ Project Signoffs/ or self-
of which 1 should be a PSU/ Central = undertaking from CSP
Govt/ State Govt and 1 should be a
BFSI during last 5 years as on the
date of bid submission

19. The Primary Site and secondary site  Undertaking from CSP confirming 5
of CSP proposed for the project the following:
should be in two different locations a. Primary site and
(geographically well separated) in secondary site address
India. b. Seismic Zone of each site

proposed
Note:

Attested photocopies of all relevant documents / certificates should be submitted as proof in
support of the claims made. The bidder should provide relevant additional information wherever
required in the eligibility criteria. NABFINS reserves the right to verify /evaluate the claims made
by the Bidder independently. Any decision of NABFINS in this regard shall be final, conclusive,
and binding upon the Bidder.

Indian Govt norms under “Make in India” initiatives will be applicable for the proposed ADV and
APM. Self-undertaking from Bidder should be submitting confirming the compliance.

In case of business transfer where bidder has acquired a Business from an entity (“Seller”), work
experience credentials of the Seller in relation to the acquired business may be considered.
In-case of corporate restructuring the earlier entity’s incorporation certificate, financial
statements, Credentials, etc. may be considered.

Either the bidder on behalf of the Principal/OEM or Principal/OEM itself can bid but both cannot bid
simultaneously for the said RFP. In a situation where multiple bids from the same solution (OEM
Make) are received, all the bids of the same OEM product shall be liable for rejection.

(Signature)
(Name of Authorized Signatory)
(Designation)
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(Date)

Place:

(Name and address of the bidder)
(Company Seal)

NABFINS
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13.2.11 Annexure 11: NDA Format
(On Rs.200 non-judicial stamp paper)

BY AND BETWEEN

NABFINS LIMITED, a FIRST PARTY incorporated under the Companies Act, 1956 and having its
Registered Office at 3072, 14th Cross, K.R. Road, Banashankari 2nd Stage, Bangalore - 560070
represented by Managing Director, (hereinafter referred to as “First party or NABFINS” which
expression shall unless excluded by or repugnant to the context or meaning - thereof be deemed to
include its successors-in-interest and permitted assigns) of the FIRST PARTY (OTHER PART)

AND

................................................................. , a company incorporated under the Companies Act, 1956
having its registered office at .............. (Hereinafter referred to as the Vendor which expression unless
repugnant to the context or meaning thereof be deemed to include its permitted successors) of the
ONE PART;

The Vendor and NABFINS are hereinafter collectively referred to as “the Parties” and individually as
“the Party”

WHEREAS:

NABFINS is engaged in the business of providing financial services to its customers and intends to
procurement of Security incident event management (SIEM) tool (on-cloud)

In the course of such assignment, it is anticipated that NABFINS or any of its officers, employees,
officials, representatives or agents may disclose, or deliver, to the Vendor some Confidential
Information (as hereinafter defined), to enable the Vendor to carry out the aforesaid Implementation
assignment (hereinafter referred to as " the Purpose").

The Vendor is aware and confirms that all information, data and other documents made available in
the RFP/Bid Documents/Agreement /Contract or in connection with the Services rendered by the
Vendor are confidential information and are privileged and strictly confidential and or proprietary
of NABFINS. The Vendor undertakes to safeguard and protect such confidential information as may
be received from NABFINS.

NOW, THEREFORE THIS AGREEMENT WITNESSED THAT in consideration of the above premises and
NABFINS granting the Vendor and or his agents, representatives to have specific access to NABFINS
property / information and other data it is hereby agreed by and between the parties hereto as
follows:
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1. Confidential Information:

(i) “Confidential Information” means all information disclosed/furnished by NABFINS to the Vendor
whether orally, in writing or in electronic, magnetic or other form for the limited purpose of enabling
the Vendor to carry out the proposed Implementation assignment, and shall mean and include data,
documents and information or any copy, abstract, extract, sample, note or module thereof, explicitly
designated as "Confidential"; Provided the oral information is set forth in writing and marked
"Confidential" within seven (7) days of such oral disclosure.

(i) The Vendor may use the Confidential Information solely for and in connection with the Purpose and
shall not use the Confidential Information or any part thereof for any reason other than the Purpose
stated above.

Confidential Information in oral form must be identified as confidential at the time of disclosure and
confirmed as such in writing within seven (7) days of such disclosure. Confidential Information does
not include information which:

(a) is or subsequently becomes legally and publicly available without breach of this Agreement by
either party,

(b) was rightfully in the possession of the Vendor without any obligation of confidentiality prior to
receiving it from NABFINS,

(c) was rightfully obtained by the Vendor from a source other than NABFINS without any obligation
of confidentiality,

(d) was developed by for the Vendor independently and without reference to any Confidential
Information and such independent development can be shown by documentary evidence, or
is/was disclosed pursuant to an order of a court or governmental agency as so required by such
order, provided that the Vendor shall, unless prohibited by law or regulation, promptly notify
NABFINS of such order and afford NABFINS the opportunity to seek appropriate protective
order relating to such disclosure.

(e) the recipient knew or had in its possession, prior to disclosure, without limitation on its
confidentiality;

(f) isreleased from confidentiality with the prior written consent of the other party.

The recipient shall have the burden of proving hereinabove are applicable to the information in the
possession of the recipient. Confidential Information shall at all times remain the sole and exclusive
property of the disclosing party. Upon termination of this Agreement, Confidential Information shall
be returned to the disclosing party or destroyed, if incapable of return. The destruction shall be
witnessed and so recorded, in writing, by an authorized representative of each of the parties.

Nothing contained herein shall in any manner impair or affect rights of NABFINS in respect of the
Confidential Information.

In the event that any of the Parties hereto becomes legally compelled to disclose any Confidential
Information, such Party shall give sufficient notice to the other party to enable the other Party to
prevent or minimize to the extent possible, such disclosure. Neither party shall disclose to a third
party any Confidential Information or the contents of this Agreement without the prior written
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consent of the other party. The obligations of this Clause shall be satisfied by handling Confidential
Information with the same degree of care, which the receiving party applies to its own similar
confidential information but in no event less than reasonable care.

The obligations of this clause shall survive the expiration, cancellation or termination of this
Agreement

2. Non-disclosure: The Vendor shall not commercially use or disclose any Confidential Information
or any materials derived there from to any other person or entity other than persons in the direct
employment of the Vendor who have a need to have access to and knowledge of the Confidential
Information solely for the Purpose authorized above. The Vendor shall take appropriate measures by
instruction and written agreement prior to disclosure to such employees to assure against
unauthorized use or disclosure. The Vendor may disclose Confidential Information to others only if
the Vendor has executed a Non-Disclosure Agreement with the other party to whom it is disclosed
that contains terms and conditions that are no less restrictive than these presents and the Vendor
agrees to notify NABFINS immediately if it learns of any use or disclosure of the Confidential
Information in violation of terms of this Agreement.

Notwithstanding the marking and identification requirements above, the following categories of
information shall be treated as Confidential Information under this Agreement irrespective of
whether it is marked or identified as confidential:

a) Information regarding NABFINS and any of its Affiliates, customers and their accounts (“Customer
Information”). For purposes of this Agreement, Affiliate means a business entity now or hereafter
controlled by, controlling or under common control. Control exists when an entity owns or
controls more than 10% of the outstanding shares or securities representing the right to vote for
the election of directors or other managing authority of another entity; or

b) any aspect of NABFINS's business that is protected by patent, copyright, trademark, trade secret
or other similar intellectual property right; or

c) business processes and procedures; or

d) current and future business plans; or

e) personnel information; or

f) Financial information.

3. Publications: The Vendor shall not make news releases, public announcements, give
interviews, issue or publish advertisements or publicize in any other manner whatsoever in
connection with this Agreement, the contents / provisions thereof, other information relating to this
Agreement, the Purpose, the Confidential Information or other matter of this Agreement, without the
prior written approval of NABFINS.

4, Term: This Agreement shall be effective from the date hereof and shall continue till expiration
of the Purpose or termination of this Agreement by NABFINS, whichever is earlier. The Vendor
hereby agrees and undertakes to NABFINS that immediately on termination of this Agreement it
would forthwith cease using the Confidential Information and further promptly return or destroy,
under information to NABFINS, all information received by it from NABFINS for the Purpose, whether
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marked Confidential or otherwise, and whether in written, graphic or other tangible form and all
copies, abstracts, extracts, samples, notes or modules thereof. The Vendor further agree and
undertake to NABFINS to certify in writing upon request of NABFINS that the obligations set forth in
this Agreement have been complied with.

Any provisions of this Agreement which by their nature extend beyond its termination shall continue
to be binding and applicable without limit in point in time except and until such information enters
the public domain

5. Title and Proprietary Rights: Notwithstanding the disclosure of any Confidential Information
by NABFINS to the Vendor, the title and all intellectual property and proprietary rights in the
Confidential Information shall remain with NABFINS.

6. Remedies: The Vendor acknowledges the confidential nature of Confidential Information and
that damage could result to NABFINS if the Vendor breaches any provision of this Agreement and
agrees that, if it or any of its directors, officers or employees should engage or cause or permit any
other person to engage in any act in violation of any provision hereof, NABFINS may suffer immediate
irreparable loss for which monetary compensation may not be adequate. NABFINS shall be entitled,
in addition to other remedies for damages & relief as may be available to it, to an injunction or similar
relief prohibiting the

Vendor, its directors, officers etc. from engaging in any such act which constitutes or results in breach
of any of the covenants of this Agreement.

Any claim for relief to NABFINS shall include NABFINS's costs and expenses of enforcement
(including the attorney's fees).

7. Entire Agreement, Amendment and Assignment: This Agreement constitutes the entire
agreement between the Parties relating to the matters discussed herein and supersedes any and all
prior oral discussions and / or written correspondence or agreements between the Parties. This
Agreement may be amended or modified only with the mutual written consent of the Parties. Neither
this Agreement nor any right granted hereunder shall be assignable or otherwise transferable.

8. Governing Law: The provisions of this Agreement shall be governed by the laws of India and
the competent court at Bangalore shall have exclusive jurisdiction in relation thereto even though
other Courts in India may also have similar jurisdictions.

9. Indemnity: The Vendor shall defend, indemnify and hold harmless NABFINS, its affiliates,
subsidiaries, successors, assigns, and their respective officers, directors and employees, at all times,
from and against any and all claims, demands, damages, assertions of liability whether civil, criminal,
tortuous or of any nature whatsoever, arising out of or pertaining to or resulting from any breach of
representations and warranties made by the Vendor. and/or breach of any provisions of this
Agreement, including but not limited to any claim from third party pursuant to any act or omission
of the Vendor, in the course of discharge of its obligations under this Agreement.
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10. General: The Vendor shall not reverse - engineer, decompile, disassemble or otherwise
interfere with any software disclosed hereunder.

All Confidential Information is provided “as is”. In no event shall NABFINS be liable for the inaccuracy
or incompleteness of the Confidential Information. None of the Confidential Information disclosed by
NABFINS constitutes any representation, warranty, assurance, guarantee or inducement with respect
to the fitness of such Confidential Information for any particular purpose.

NABFINS discloses the Confidential Information without any representation or warranty, whether
express, implied or otherwise, on truthfulness, accuracy, completeness, lawfulness, merchantability,
fitness for a particular purpose, title, non-infringement, or anything else.

11. Waiver: A waiver (whether express or implied) by NABFINS of any of the provisions of this
Agreement, or of any breach or default by the Vendor in performing any of the provisions hereof,
shall not constitute a continuing waiver and such waiver shall not prevent NABFINS from
subsequently enforcing any of the subsequent breach or default by the Vendor under any of the
provisions of this Agreement.

In witness whereof, the Parties hereto have executed these presents the day, month and year first
herein above written.

For and on behalf of ------------- Ltd. For and on behalf of NABFINS
0) Q)
(Designation) (Designation)
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13.2.12 Annexure 12: Contract Form Format
(ON A NON-JUDICIAL STAMP PAPER OF APPROPRIATE VALUE)
THIS MASTER AGREEMENT is made on this day of 2026, at Bangalore:

PARTIES TO THE AGREEMENT:

NABFINS, a body corporate constituted under and also an existing company within
the meaning and scope of the Companies Act, 1956 and having its head office at
(hereinafter referred to as NABFINS, which expression shall unless it be repugnant to the
meaning thereof mean and include its successors and assigns);

and

, a company incorporated under the ____ Act, 19___ and having its registered office at
, India (hereinafter referred to as the Vendor, which
expression shall unless it be repugnant to the meaning thereof mean and include its successors
and permitted assigns).

In this Agreement (as defined later), NABFINS and the Vendor shall be referred to as Parties when
the reference is to all of them together and shall be referred to as a Party when reference is to one of
them.

Background:

1. NABFINS LIMITED (hereafter referred to as the company or NABFINS) is a public limited
company registered as a Non-Banking Finance Company- Micro Finance Institution (NBFC - MFI)
with the Reserve Bank of India.

2. The Vendor has represented to NABFINS that it fully satisfies the eligibility criterion for a vendor
as set out in the RFP and that it has sufficient knowledge, expertise and competency in the
implementation of the proposed applications (as defined later) as per the provisions of the RFP.
The Vendor has further represented that it has appropriate human capital and other resources
required to execute various tasks assigned as a part of the Project (as defined later) by NABFINS
from time to time and to undertake its obligations under this Agreement in providing the Services
(as defined later) and Deliverables (as defined later). Furthermore, the Vendor acknowledges
that based on the above and other representations and the Response (as defined later), NABFINS
has selected the Vendor for awarding the contract as per the terms of RFP and as set out in this
Agreement.

3. The Parties are accordingly executing this Agreement for the purpose of recording the terms as
agreed between them, as set out hereunder.

NOW THEREFORE, IN CONSIDERATION OF THE FOREGOING AND THE MUTUAL COVENANTS AND

PROMISES CONTAINED HEREIN AND OTHER GOOD AND VALUABLE CONSIDERATION THE RECEIPT

AND ADEQUACY OF WHICH IS HEREBY ACKNOWLEDGED, THE PARTIES INTENDING TO BE BOUND

LEGALLY, AGREE AS FOLLOWS:
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Definitions and Interpretations
Definitions

1. In this Agreement, the capitalized words and expressions shall have the meaning provided next
to them (unless the context otherwise requires) below and shall be accordingly construed for the
purposes of this Agreement:

2. Agreement shall mean this Master Agreement along with all its Schedules, Annexure, and
Appendices to this Agreement and any mutually agreed Change Orders hereto;

3. NABFINS shall have a meaning set forth for the term in the title Clause;

4. Branch of NABFINS shall mean the current and future branches, locations of NABFINS,
Controlling Offices where any services and support activity is undertaken;

5. Operational Hours for the purpose of service standards would be as per the Section 12 SLA.

6. DC shall mean the data center/primary & secondary site of NABFINS;

7. Deliverables shall mean and include as defined in Section 6 Scope of Work and Section 7 Payment
Terms as per the terms of this Agreement;

8. DRC shall mean the Data Recovery Centre of NABFINS

9. Hardware shall mean the hardware pertaining to the Project (if any) to be provided by the Vendor
and all other hardware specified in this Agreement and more specifically in Appendix 2 titled
COMMERCIAL BILL OF MATERIAL hereunder and transferred to NABFINS in terms of this
Agreement;

10. Parties shall have a meaning set forth for the term in the title Clause;

11. Party shall have a meaning set forth for the term in the title Clause;

12. Project shall mean the entire assignment as envisaged under this Agreement pursuant to which
the Vendor shall provide the Deliverables and the Services to NABFINS;

13. Project Manager shall mean a person designated by each Party who shall be responsible for
coordination of the entire Project;

14. Purchase Order shall mean the purchase order, dated ____, issued by NABFINS to the Vendor
pursuant to the RFP;

15. Response means the responses submitted against the RFP by the Vendor;

16. The maintenance for the services would be as per the Section 6: Scope of work

17. Services shall mean the services rendered by the Vendor with respect to the Deliverables and
services, in accordance with the terms of this Agreement;

18. SL or Service Levels shall mean expected service levels as defined in Section 12: Service Levels &
Penalties, to this Agreement;

19. Software shall mean the Application specified in this Agreement and hereunder and licensed/
transferred to NABFINS in terms of this Agreement;

20. Specifications shall mean the minimum requirements required to be ensured by the Vendor with
respect to the Services and the Deliverables as set out in this Agreement;

21. Vendor shall have a meaning set forth for the term in the title Clause;

22. The words and expressions defined elsewhere in this Agreement (other than as provided above)
shall have the meaning provided to them there and shall be accordingly be construed for the
purposes of this Agreement.

23. <other definitions as per the RFP>
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Rules of Interpretations
In this Agreement (unless the context requires otherwise):

1. References to the singular includes a reference to the plural and vice versa, and reference to any
gender includes a reference to all other genders;

2. References to statutory provisions shall be construed as meaning and including references also
to any amendment or re-enactment (whether before or after the date of this Agreement) for the
time being in force and to all statutory instruments or orders made pursuant to statutory
provisions;

3. Therecitals (contained under the heading ‘Background’ above) form a part of this Agreement and
shall be binding on the Parties to this Agreement and in the event of any conflict in interpretation
between the contents of the recitals (contained under the heading ‘Background’ above) and the
main body of the Agreement (excluding the recitals contained under heading ‘Background’
above), the contents of the main body of the Agreement (excluding the recitals contained under
the heading ‘Background’ above) shall prevail;

4. References to Clauses, Schedules, Annexure, Appendices and Exhibits are the references to the
clauses, schedules, annexure, appendices and exhibits to this Agreement;

5. The headings are for reference only and their meaning shall be avoided to interpret the terms of
this Agreement;

6. The generic terms and expressions used and not defined under this Agreement shall be construed
in a manner that aids in the general construct of this Agreement and shall be understood in the
parlance of the industry of the Parties and such interpretation shall be given to them, which a
reasonable man of prudence engaged in such industry would construe them to be;

7. The Annexure and Appendices are the part of this Agreement. They primarily contain technical
data and shall be read to give effect to the main body of this Agreement. In the event any provision
of the Annexure or Appendices are found to be contrary to the terms of the main body of the
Agreement, then the main body of the Agreement shall be given precedence to in construction;

8. Inthe event of any contradiction or conflict between (i) the provisions of the latest Addendum so
far as the scope of Services shall prevail to the extent of any contradictions with the previous
Addendums; (ii) any aspect of the RFP, Addendums, the RFP Normalization Letter and the
Purchase Order, then the latest of these documents to the extent of the modification shall prevail
and take precedence over the previous ones; (iii) the Agreement and any aspect of the RFP,
Addendums and the Purchase Order, then the provisions of the Agreement shall take precedence
over the other documents; (iv) should there be any contradiction between any document and
Appendix 2 titled COMMERCIAL BILL OF MATERIAL, then the quantities, description of goods
and payment flows as provided in Appendix 2 titled COMMERCIAL BILL OF MATERIAL shall
prevail. However, any items as requested in the RFP or any of its Addendums and not provided
in the Appendix 2 titled COMMERCIAL BILL OF MATERIAL, such items shall be provided at no
additional cost to NABFINS;

In the interpretation of this Agreement, no rule of construction applies to the disadvantage of one

Party on the basis that that Party put forward or drafted (or procured the drafting of) this Agreement

or any provision in it.
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Existing IT Set-up

<as per the RFP >

Scope of Work

<as per the RFP >

Terms and Conditions

< as per the RFP Section 8 and any other terms set out in the RFP>
SLA

< as per the RFP >

Price Schedule:

<as per the RFP Appendix 2: Commercial Bill of Material Quoted by the Bidder>
Annexure and Appendix

This Agreement shall be read along with the following Schedules, Annexure and Appendices, which
shall form an integral part of this Agreement:
RFP and ADDENDUMS

Annexure
All Annexures of the RFP

Appendix

Appendix 1: Functional Specifications
Appendix 2: Commercial Bill of Material
Signed, sealed and Delivered by the

Said (For the Vendor) in presence of
Signed, sealed and Delivered by the
Said (For NABFINS) in presence of
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13.2.13 Annexure 13: Undertaking for Backlining Agreement

The Managing Director,
NABFINS Limited,

3072, 14th cross, KR Road,
Banashankari 2nd Stage
Bengaluru, Karnataka 560 070

Dear Sir,

Ref: - RFP no. NABFINS/RFP/004/2026-27 for procurement of Security incident event management
(SIEM) tool (on-cloud)

Sub: Undertaking for Backlining

We (name of the Company) have submitted our bid for participating in NABFINS
RFP dated for procurement of ., having our corporate office at <Address
of the firm/corporate office /head office>.

We confirm that we will backline (back-to-back arrangement) with the following provider’s/our
partner’s within 1 month of issuance of PO by NABFINS. The terms of the backlining will be in line
with the RFP terms especially Scope, SLAs, Confidentiality, and other terms of the RFP.

OEM for SIEM: <Name> and Corporate Office

Cloud service provider: <Name> and Corporate Office

We shall submit the required documentation (or backlining agreement) to NABFINS as and when
required.

(Signature)

(Name of Authorized Signatory)
(Designation)

(Date)

Place:

(Name and address of the bidder)
(Company Seal)
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13.2.14 Annexure 14: Integrity Pact (on stamp paper of INR 200 or above)
PRE CONTRACT INTEGRITY PACT
Between
NABFINS LIMITED
hereinafter referred to as "The Principal”
And
................................................. hereinafter referred to as "The Bidder/Contractor”

Preamble

The principal intends to award, under laid down organizational procedures, contract/s for
Appointment of a bidder for Implementation of a new software. The principal values full compliance
with all relevant laws of the land, rules, regulation, and economic use of resources and of
fairness/transparency in its relations with its Bidder(s) and/or Contractor(s).

In order to achieve these goals, the Principal will appoint Independent External Monitor(IEM) who
will monitor the Tender process and the execution of the contract for compliance with the principles
mentioned above.

Section 1 -Commitments of the Principal
(1) The Principal commits itself to take all measures necessary to prevent corruption
and to observe the following principles: -

a) No employee of the Principal, personally or through family members, will in connection with
the Tender for, or the execution of a contract, demand, take a promise for or accept, for serf
or third person, any material or immaterial benefit which the person is not legally entitled to.

b) The Principal will, during the Tender process treat all Bidder(s) with equity and reason. The
Principal will, in particular, before and during the Tender process, provide to all Bidder(s)
the same information and will not provide to any Bidder(s) confidential / additional
information through which the Bidder(s) could obtain an advantage in relation to the Tender
process or the contract execution.

c) The Principal will exclude from the process all known prejudiced persons.

(2) If the Principal obtains information on the conduct of any of its employees which is a criminal
offence under the IPC/PC Act, or if there be a substantive suspicion in this regard, the Principal will
inform the Chief Vigilance Officer and in addition can initiate disciplinary actions.

Section 2 -Commitments of the Bidder(s)/Contractor(s)

(1) The Bidder(s) / Contractor(s) commit themselves to take all measures necessary to prevent
corruption. The Bidder(s) / Contractor(s) commit themselves to observe the following principles
during participation in the Tender process and during the contract execution:
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a) The Bidder(s) / Contractor(s) will not, directly or through any other person or firm, offer,
promise or give to any of the Principal's employees involved in the Tender process or the
execution of the contract or to any third person any material or other benefit which he/she
is not legally entitled to, in order to obtain in exchange any advantage of any kind whatsoever
during the Tender process or during the execution of the contract.

b) The Bidder(s)/Contractor(s) will not enter with other Bidders into any undisclosed
agreement or understanding, whether formal or informal. This applies in particular to prices,
specifications, certifications, subsidiary’s, contracts, submission or non-submission of bids or
any other actions to restrict competitiveness or to introduce cartelization in the bidding
process.

¢) The Bidder(s)/Contractor(s) will not commit any offence under the relevant IPC/PC Act;
further the Bidder(s) / Contractor(s) will not use improperly, for purposes of competition or
personal gain, or pass on to others, any information or document provided by the Principal
as part of the business relationship, regarding plans, technical proposals and business details,
including information contained or transmitted electronically.

d) The Bidder(s)/Contractor(s) of foreign origin shall disclose the name and address of the
Agents/representatives in India, if any. Similarly, the Bidder(s)/Contractors(s) of Indian
Nationality shall furnish the name and address of the foreign principals, if any.

e) The Bidder(s) /Contractor(s) will, when presenting their bid, disclose any and all payments
made, is committed to or intends to make to agents, brokers or any other intermediaries in
connection with the award of the contract.

f) Bidder(s) Contractor(s) who have signed the Integrity Pact shall not approach the Courts
while representing the matter to IEMs and shall wait for their decision in the matter.

(2) The Bidder(s) /Contractor(s) will not instigate third persons to commit offences
outlined above or be an accessory to such offences.

Section 3 - Disqualification from Tender process and exclusion from future contracts

If the Bidder(s) /Contractor(s), before award or during execution has committed a transgression
through a violation of Section 2, above or in any other form which put their reliability or
credibility in question, the Principal is entitled to disqualify the Bidder(s) / Contractor(s) from
the Tender process.

Section 4 - Compensation for Damages

(1) If the Principal has disqualified the Bidder(s) from the Tender process prior to the award
according to Section 3, the Principal is entitled to demand and recover the damages equivalent to
Earnest Money Deposit/Bid Security.

(2) If the Principal has terminated the contract according to Section 3, or if the Principal is entitled
to terminate the contract according to Section 3, the Principal Shall be entitled to demand and
recover from the Contractor liquidated damages of the Contract value.
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Section 5 - Previous transgression

(1) The Bidder declares that no previous transgressions occurred in the last three years with any
other Company in any country conforming to the anti-corruption approach or with any Public
Sector Enterprise in India that could justify his exclusion from the Tender process.

(2) If the Bidder makes incorrect statement on this subject, he can be disqualified from the
Tender process.

Section 6 - Equal treatment of all Bidders / Contractors/ Subcontractors

(1) In case of Sub-contracting, the Principal Contractor shall take the responsibility of the
adoption of Integrity Pact by the Sub-contractor.

(2) The Principal will enter into agreements with identical conditions as this one with all Bidders
and Contractors

(3) The Principal will disqualify from the Tender process all bidders who do not sign the Pact or
violate its provisions.

Section 7 - Criminal charges against violating Bidders(s) / Contractor(s)/ Subcontractor(s)
If the Principal obtains knowledge of conduct of a Bidder, Contractor or Subcontractor, or of an
employee or a representative or an associate of a Bidder, Contractor or Subcontractor which
constitutes corruption, or if the Principal has substantive suspicion in this regard, the Principal
will inform the same to the Chief Vigilance Officer.

Section 8 - Independent External Monitor

(1) The Principal appoints competent and credible Independent External Monitor for this Pact
after approval by the Central Vigilance Commission of NABARD. The task of the Monitor is to
review independently and objectively, whether and to what extent the parties comply with the
obligations under this agreement.

The Independent External Monitor appointed for NABFINS LIMITED is

Dr. Rabindra Kumar, IFoS (Retd.)

Bhagirathipuram, GMS Road,

Dehradun 248 001, Uttarakhand

E mail ID: rabindra.us@yahoo.com

Mob:

(2) The Monitor is not subject to instructions by the representatives of the parties and performs
his/her functions neutrally and independently. The Monitor would have access to all Contract
documents, whenever required. It will be obligatory for him / her to treat the information and
documents of the Bidders /Contractors as confidential. He / she reports to the Chairman,
NABARD.

(3) The Bidder(s)/Contractor(s) accepts that the Monitor has the right to access without
restriction to all Project documentation of the Principal including that provided by the
Contractor. The Contractor will also grant the Monitor, upon his/her request and demonstration
of a valid interest, unrestricted and unconditional access to their project documentation. The
same is applicable to Sub-contractors.
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(4) The monitor is under contractual obligation to treat the information and documents of the
Bidder(s) /Contractor(s) / Sub-contractor(s) with confidentiality. The Monitor has also signed
declarations on ‘Non-disclosure of Confidential Information and of "Absence of Conflict of
Interest'. In case of any conflict of interest arising at a later date, the IEM shall inform Chairman,
NABARD and recuse himself/herself from that case.

(5) The Principal will provide to the Monitor sufficient information about all meetings among the
parties related to the Project, provided such meetings could have an impact on the contractual
relations between the Principal and the Contractor. The parties offer to the® Monitor the option
to participate in such meetings.

(6) As soon as the Monitor notices, or believes to notice, a violation of this agreement, he/she will
so inform the Management of the Principal and request the Management to discontinue or take
corrective action, or to take other relevant action. The monitor can in this regard submit non-
binding recommendations. Beyond this, the Monitor has no right to demand from the parties that
they act in a specific manner, refrain from action or tolerate action.

(7) The monitor will submit a written report to the Chairman, NABARD within 8 to 10 weeks from
the date of reference or intimation to him~ by the Principal and, should the occasion arise, submit
proposal for correcting problematic situations.

(8) If the Monitor has reported to the Chairman, NABARD, a substantiated suspicion of an offence
under the relevant IPC/PC Act, and the Chairman NABARD has not, within reasonable time, taken
visible action to proceed against such offence or reported it to the Chief Vigilance Officer, the
Monitor may also transmit this information directly to the Central Vigilance Commissioner.

(9) The word ‘Monitor’ would include both singular and plural.

Section 9 - Pact Duration

This Pact begins when both parties have legally signed it. It expires for the Contractor 12 months
after the last payment under the contract, and for all other Bidders 6 months after the contract
has been awarded. Any violation of the same would entail disqualification of the bidders and
exclusion from future business dealings.

If any claim is made/lodged during this time, the same shall be binding and continue to be valid
despite the lapse of this pact as specified above, unless it is discharge / determined by the
Chairman of NABARD.

Section 10 - Other provisions

(1) This agreement is subject of Indian Law, Place of performance and jurisdiction is the Head
Office of the Principal, i.e. Bengaluru.

(2) Changes and supplements as well as termination notices need to be made in writing. Side
agreements have not been made.

(3) If the Contractor is a partnership or a consortium, this agreement must be signed by all
partners or consortium members.

(4) Should one or several provisions of this agreement turn out to be invalid, the remainder of
this agreement remains valid. In this case, the parties will strive to come to an agreement to their
original intentions.

(5) Issues like Warranty/Guarantee etc. shall be outside the purview of IEMs.
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(6) In the event of any contradiction between the Integrity Pact and its annexure, if any, the
Clause in the Integrity Pact will prevail.

(For & On behalf of the principal) (For & on behalf of the
Bidder/Contractor)

(Office seal) (Office seal)

Place:

Date:

Witness 1:

(Name & Address)

Witness 2:
(Name & Address)
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13.2.15 Annexure 15: Sizing Adequacy Letter (On OEMs Letter Head)
RFP Reference No: NABFINS/RFP/004/2026-27 Date:

To,

The Managing Director,

NABFINS Limited,

3072, 14th cross, KR Road,
Banashankari 2nd Stage
Bengaluru, Karnataka 560 070

Ref: - RFP for procurement of Security incident event management (SIEM) tool (on-cloud)

Dear Sir,

We, who are established and reputable manufacturers/ producers of having
factories/ development facilities at (address of factory/ facility) have reviewed the sizing
submitted by the Bidder.

We confirm that the sizing provided is adequate and will meet the requirements of NABFINS as
stated in the RFP.

Below is the infrastructure sizing required for meeting the SLAs and Business projections as
defined in the RFP.

We also confirm that the proposed Infrastructure is compatible with the proposed solution and
has been designed keeping in view the scope, requirement and terms of the RFP.

(Signature)

(Name of Authorized Signatory)
(Designation)

(Date)

Place:

(Name and address of the OEM)
(Company Seal)

SAL is to be submitted from the following OEMs: SIEM
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13.2.16 Annexure 16: OEM Declaration for Bug Free Software (On OEMs Letter Head)

RFP Reference No: NABFINS/RFP/004/2026-27 Date:

To,

The Managing Director,

NABFINS Limited,

3072, 14th cross, KR Road,
Banashankari 2nd Stage
Bengaluru, Karnataka 560 070

Ref: - RFP for procurement of Security incident event management (SIEM) tool (on-cloud)

Dear Sir,

1. To the best of our knowledge, our (Name of Solution and version) supplied and
to be implemented at NABFINS is free from bug/ embedded malicious/ fraudulent code/
Malware/ covert channel in the code (of the version of the application being delivered)..

2. We have addressed and fixed the following issues based on OWASP (Open Web Application
Security Project):-

a) Prevention of SQL Injection

b) Prevention of Cross Site Scripting

c) Prevention of Cross site request Forgery

d) Session Management

(Signature)

(Name of Authorized Signatory)
(Designation)

(Date)

Place:

(Name and address of the OEM)
(Company Seal)

Declaration is to be submitted from the following OEMs: SIEM
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13.2.17 Annexure 17: Land border confirmation

The Managing Director,
NABFINS Limited,

3072, 14th cross, KR Road,
Banashankari 2nd Stage
Bengaluru, Karnataka 560 070

Dear Sir,

Ref: - RFP no. NABFINS/RFP/004/2026-27 for procurement of Security incident event
management (SIEM) tool (on-cloud)

Sub: Land Border confirmation for our Bid vide Ref. No: NABFINS/RFP/004/2026-27

We, M/s _____ on behalf of our firm, having our corporate office at <Address of the
firm/corporate office /head office> hereby certify that we have read the clauses contained in O.M.
No. 6/18/2019-PPD, dated 23.07.2020 order (Public Procurement No. 1), order (Public
Procurement No. 2) dated 23.07.2020 and order (Public Procurement No. 3) dated 24.07.2020
regarding restrictions on procurement from a bidder of a country which shares a land border
with India. We further certify that we and our OEM are not from such a country or if from a
country, has been registered with competent authority.

We certify that we, our OEMs and our CSP fulfil all the requirements in this regard and are eligible
to participate in this RFP.

We further confirm that we are liable for and bound by all acts of commission and omission by
the authorized representative. All acts committed by the above authorized representatives shall
be treated as if these acts were committed by the firm.

We agree and understand that the NABFINS may debar us from participating in future tenders
for any such failure on our part.

(Signature)

(Name of Authorized Signatory)
(Designation)

(Date)

Place:

(Name and address of the bidder)
(Company Seal)
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13.2.18 Annexure 18: Existing Infrastructure and solution details
S No Item Description Total No. SIEM Integration
B of units* Expectation

1 AWS Cloud Watch 1 Real Time

5 LINUX server 4 SaaS Application Hosted
Servers (Depend upon
Feasibility)

3 Zoho Cloud Platform & AWS Cloud Platform 1 Real Time

4 HSM (Hardware Security Module) 3 Real Time

5 ADV (Aadhaar Data Vault) 3 Real Time

6 DB ( SQL and Oracle ) 6 Real Time

7 Active Directory, PIM,PAM,IAM 1 Real Time

8 NABFINS Head office Network Devices Firewall — 2 & Real Time

Routers-2, Core Switches — 2, Access Switches -7,
Centralized Wireless Controller -1,

9 NABFINS HO Servers — 4 & VM - 8 (Windows Server) Depend Upon
requirement

10 NAS Box 1 Real Time

11 SaaS Application and WAF 3 Real Time

12 Centralized AV, XDR/EDR and DLP 1 Real Time

13 Email Gateway 1 Real Time

14 Cloud Storage 1 Real Time

15 Incident management System (Zoho helpdesk,Jira) 1 Real Time

Note: The infrastructure listed above is subject to change or expansion in the future. The successful

bidder is expected to accommodate and implement any such additions or modifications accordingly.

NABFINS client machines do not require direct integration with, or installation of, SIEM agents.

Visibility into these endpoints will be achieved through the integration of centralized Antivirus (AV),
XDR/EDR, and DLP solutions. Currently, NABFINS has approximately 4,000 client machines.
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